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The information contained in this Request for Proposal (RFP) document or information provided
subsequently to bidder or applicants whether verbally or in documentary form by or on behalf of Institute
of Banking Personnel Selection (IBPS), is provided to the bidder on the terms and conditions set out in
this RFP document and all other terms and conditions subject to which such information is provided.

This RFP document is not an agreement and is not an offer or invitation by IBPS to any parties other than
the applicants who are qualified to submit the Bids (“Bidders”). The purpose of this RFP document is to
provide Bidder with information to assist the formulation of their offer/proposals. This RFP document does
not claim to contain all the information each Bidder may require. Each Bidder should conduct its own
investigations and analysis and should check the accuracy, reliability and completeness of the
information in this RFP document and where ever necessary obtain independent advice. IBPS makes no
representation or warranty and shall incur no liability under any law, statute, rules or regulations as to the
accuracy, reliability or completeness of this RFP document. IBPS may in its absolute discretion, but
without being under any obligation to do so, update, amend or supplement the information in this RFP
document.
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Abbreviations:

::; Abbreviation Description

1 AAA Authentication, Authorization, and Accounting
2 ACL Access Control List

3 AD Active Directory

4 AP Access Point

5 APT Advanced Persistent Threat

6 AAG Arcon Authentication Gateway

7 BIA Business Impact Analysis

9 BW Bandwidth

10 CERT-In Computer Emergency Response Team — India
11 SP Cloud Bidder

12 CoOP Continuity of Operations Plan

13 DC Data Centre

14 DLP Data Loss Prevention

15 DNS Domain Name System

16 DOS Denial of Service

17 DPDP Digital Personal Data Protection

18 DR Disaster Recovery

19 DSM DiskStation Manager

20 EHWIC Enhanced High-Speed WAN Interface Card
21 EMD Earnest Money Deposit

22 EUL End User Licence

23 FTP File Transfer Protocol

24 FRS Functional Requirement Specifications

25 GDPR General Data Protection Regulation

Page 8 of 126



“Development of online Applications Portal for Candidates Registration with Grievance Redressal System and
Hosting of IBPS Website”.

26 GOl Government of India

27 GSLB Global Server Load Balancing

28 GST Goods and Services Tax

29 HA High Availability

30 HCI Hyperconverged Infrastructure

31 HIPAA Health Insurance Portability and Accountability
Act

32 IBPS Institute of Banking Personnel Selection

33 IDS Intrusion Detection System

34 IPS Intrusion Prevention System

35 IPsec Internet Protocol Security

36 ISM Internal Service Module

37 ISMS Information Security Management System

38 ISP Internet Bidder

39 ITDR Information Technology Disaster Recovery

40 LAN Local Area Network

a1 Meity Ministry of Electronics and Information
Technology

42 MFA Multi-Factor Authentication

43 MSDP Multicast Source Discovery Protocol

44 NAS Network Attached Storage

45 NCS Network Convergence System

46 NDA Non-Disclosure Agreement

47 NGFW Next Generation Firewall

48 NIC Network Interface Card

49 NIM Network Interface Module

50 OEM Original Equipment Manufacturer

51 OLA Operational Level Agreement
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52 (ON) Operating System

53 0SG Operating System Guidelines

54 PAM Privileged Access Management

55 PAT Profit After Tax

56 PBG Performance Bank Guarantee

57 PDF Portable Document Format

58 PIM Privileged ldentity Management

59 PKI Public Key Infrastructure

60 PMC Project Monitoring Consultant

61 PSIRT Product Security Incident Response Team

62 QoS Quality of Service

63 QCBS Quality and Cost Based Selection.

64 RAC] Responsible, Accountable, Consulted, and
Informed

65 RFP Request for Proposal

66 RPO Recovery Point Objective

67 RTO Recovery Time Objective

68 SAN Storage Area Network

69 S| Bidder

70 SIEM Security Information and Event Management

71 SLA Service Level Agreement

72 SLO Service Level Objectives

23 SOAR Security, Orchestration, Automation and
Response

74 SOP Standard Operating Procedure

75 SSD Solid State Drive

76 SSH Secure Shell

77 SSl Selected Bidder
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78 SSL Secure Sockets Layer

79 SSO Single Sign On

80 TCP Transmission Control Protocol

81 TEC Tender Evaluation Committee

82 TFA Two Factor Authentication

83 TLS Transport Layer Security

84 TRS Technical Requirement Specifications
85 UDP User Datagram Protocol

86 VLAN Virtual Local Area Network

87 VPN Virtual Private Network

88 WAAS Wide Area Application Services

89 WAF Web Access Firewall

90 WAN Wide Area Network

91 XDR Extended Detection and Response
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Section 1 — Bid Schedule and Address

Sr. No Description

Details

1 | Name of Project

(RFP)
Applications Portal for Candidates Registration with Grievance|

Request for Proposal For “Development of online

Redressal System and Hosting of IBPS Website”

2 | Tender Reference Number

IBPS/RFP/2026-27/TSS-007 dated 17/08/2026

Document

Date of Commencement of download of Bidding

17/08/2026

4 | Last date and time of receiving Pre-bid queries through

email-bidqueries@ibps.in

26/08/2026 - 05.00 PM

5 | Pre-Bid Meeting (Virtual Meeting)

27/08/2026 - 3:00 pm

(Interested Bidder may send pre-bid participation request through
e-mail to bidqueries@ibps.in

6 |Last date and time for Bid (physical) submission.

17/09/2026 — 5:00 pm

‘B’ of the eligible bidder(s)

Opening of Envelope ‘A’ of all received bids and Envelope

21/09/2026 — 11.00 AM onwards

8 | Date and time of presentation for proposed solution 25/09/2026
9 | Declaration of qualified Bidder on technical parameters | 29/09/2026
10 | Date and time of Commercial Bid opening 30/09/2026

11 | Date and time of finalization of Bidder.

05/10/2026 — 12:00 PM

Institute of Banking Personnel Selection, IBPS House, 90 feet, D.P.

10 Place of Bid Submission and opening of Bids Road, Near Thakur Polytechnic, off. Western Express Highway,
Kandivali (E), Mumbai — 400101.
11 | Name and address for communication AGM-TSS, Institute of Banking Personnel Selection.
12 | Bid Related Queries Email: bidqueries@ibps.in
13 | Bid Cost Rs. 10,000/- (Bid cost should be in Indian Rupees only)
14 | EMD Rs 3,00,000/-

Note: 1. Bids will be opened in the presence of the Bidders' representative who chooses to attend.

2. *Date and Time of Commercial Bid Opening will be intimated later.
3. Bid Cost: DD shall be made in favor of “Institute of Banking Personnel Selection” of amount Rs. 10,000/- (Rupees

“Ten Thousand only” )(Non-Refundable) payable at Mumbai.
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Bank Account Detail’s for NEFT

Sr

s Details Required Description

. Institute of Banking Personnel Selection,
1 | Name of Beneficiary

Mumbai
2 | Beneficiary Account no. 520401000289298
3 | IFSC UBIN0904295

Union Bank of India (Erstwhile Corporation
4 | Banking Details Bank), | C Colony. Borivali West, Mumbai-
400103

1.1.1 Copyright Notice:

Copyright© 2014 by Institute of Banking Personnel Selection All rights reserved

1.2.1 Disclaimer:

The information contained in this Request for Proposal (RFP) document or information provided
subsequently to the Bidder (s) or applicants whether verbally or in documentary form by or on behalf
of IBPS, is provided to the Bidder (s) on the terms and conditions set out in this RFP document and all
other terms and conditions subject to which such information is provided.

This RFP is neither an agreement nor an offer and is only an invitation to the interested parties for
submission of bids. The purpose of this RFP is to provide the Bidder (s) with information to assist the
formulation of their proposals. This RFP does not claim to contain all the information each Bidder may
require. Each Bidder should conduct its own investigations and analysis and should check the accuracy,
reliability and completeness of the information in this RFP and where necessary obtain independent
advice. IBPS makes no representation or warranty and shall incur no liability under any law, statute,
rules or regulations as to the accuracy, reliability or completeness of this RFP. IBPS may in its absolute
discretion, but without being under any obligation to do so, update, amend or supplement the
information in this RFP.

Subject to any law to the contrary, and to the maximum extent permitted by law, IBPS and its
directors, officers, employees, contractors, representatives, agents, and advisers disclaim all liability
from any loss, claim, expense (including, without limitation, any legal fees, costs, charges, demands,
actions, liabilities expenses or disbursements incurred therein or incidental thereto) or damage
(whether foreseeable or not) (“Losses”) suffered by any person acting on or refraining from acting
because of any presumptions or information (whether oral or written and whether express or
implied), including forecasts, statements, estimates, or projections contained in this RFP document
or conduct ancillary to it whether or not the Losses arises in connection with any ignorance,
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negligence, casualness, disregard, omission, default, lack of care, immature information, falsification
or misrepresentation on the part of Bank or any of its directors, officers, employees, contractors,
representatives, agents, or advisers.

Important Detail about RFP

Note: Bids will be opened in the presence of the Bidder (SI) representatives who choose to attend
Bid opening meeting.

1.3.1 Checklist

The following items must be checked before the Bid is submitted:

Both the technical and commercial Bids prepared in accordance with the RFP document and
submitted in separate envelope respectively.

Sr . For Details Refer
Envelope Evaluation Of SI .

No Section.

1 Envelope A Eligibility Criteria 5.13

2 Envelope B Technical Bid 5.14

3 Envelope C Commercial Bid 5.15

All the pages of Eligibility Criteria Response, Technical Bid and Commercial Bid must be
separately sealed and signed by the authorized signatory.

All documents must be enclosed in relevant envelopes to support the claims made in the bid.

All the pages and documents submitted as part of the bid must be duly sealed and signed by
the authorized signatory.

Prices to be quoted in Indian Rupees (INR).
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Section 2 - Introduction
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Section 2 - Introduction

2.1.1 About IBPS:

Institute of Banking Personnel Selection (IBPS) is an autonomous body setup by Reserve Bank of India,
Central Financial Institutions and Public Sector Banks with the vision to evolve and implement world
class processes and systems of assessment and selection of personnel for recruitment / promotion /
admission by (for) various client organizations, conduct relevant supportive research and publicise the
findings.

IBPS has acquired a unique distinction of being a premier national level Institute for employment
testing, admission testing, training and research related to selection and management of human
resources. It has been rendering assistance to the BFSI sector in the fields of employees’ selection,
promotion and placement. For this purpose, the Institute has been designing appropriate
measurement tools which are both fair and objective.

2.2.1 Objective of this RFP:

Through this Request for Proposal (RFP), the Institute of Banking Personnel Selection (IBPS) intends to
select a System Integrator (SI) through the Quality and Cost Based Selection (QCBS) methodology for
“Development of online Applications Portal for Candidates Registration with Grievance Redressal System and
Hosting of IBPS Website” This will include the Design, Development, Implementation, Integration,
Testing, Deployment, Operation, Maintenance, and Support of Online Recruitment Management Portal
to automate and digitize the complete recruitment lifecycle of IBPS.

The bidders must be capable and willing to meet all the requirements specified in this RFP, and must
demonstrate the ability to deliver the required solution within the stipulated timelines and quality
standards in an efficient and professional manner.

The objectives of this RFP are as follows:

a. To select a reputed and experienced System Integrator (SI) for “Development of online Applications
Portal for Candidates Registration with Grievance Redressal System and Hosting of IBPS Website”, capable of
supporting multiple recruitment projects simultaneously while ensuring high availability, security,
scalability, and business continuity.

b. To establish a configurable, workflow-driven, and centralized recruitment management platform
that automates the complete recruitment lifecycle, minimizes manual intervention, improves
operational efficiency, enhances accuracy, reduces processing time, strengthens transparency, and
ensures compliance with statutory, regulatory, and organizational requirements.

c. The proposed solution shall leverage modern digital technologies and industry best practices,
including but not limited to:

e The proposed solution shall leverage advanced Al technologies, Machine Learning (ML), Natural
Language Processing (NLP), Optical Character Recognition (OCR), and Intelligent Document
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Processing (IDP), to enhance automation, accuracy, and operational efficiency and content
management.
e Al-assisted document validation and duplicate candidate detection.
e Face Recognition and image quality validation.
e Intelligent workflow automation and business rule engine.
e APl-based integration with Payment Gateways, SMS/Email Gateways, DigiLocker, Aadhaar/e-
KYC (where permitted), ERP/HRMS, examination systems, and other third-party services.
e Real-time dashboards, analytics, Management Information System (MIS), and reporting
e Support of Micro services-based architecture, REST APls, containerization (Docker/Kubernetes),
DevSecOps, and cloud-ready deployment architecture.
e Comprehensive audit trails, logging, monitoring, and centralized administration
d. The solution shall provide a secure, resilient, high-performance, and user-friendly recruitment
platform with built-in High Availability (HA), Disaster Recovery (DR), cybersecurity controls, data privacy
safeguards, multilingual support, mobile responsiveness, accessibility compliance, and seamless
integration capabilities to support large-scale recruitment activities conducted by IBPS.

e. The selected System Integrator (SlI) shall be responsible for requirement analysis, solution design,
application development, customization, system integration, testing, data migration, deployment,
training, knowledge transfer, operations, preventive and corrective maintenance, security compliance,
version upgrades, statutory changes, performance optimization, and comprehensive support services
throughout the contract period.

f. The solution shall comply with applicable Government of India guidelines and industry standards,
including the Digital Personal Data Protection (DPDP) Act, CERT-In advisories, OWASP security
standards, ISO/IEC 27001, GIGW (Guidelines for Indian Government Websites), and other applicable
cybersecurity and regulatory requirements.

g. The successful bidder shall ensure continuous innovation and technology refresh by providing all
application enhancements, statutory modifications, security patches, browser compatibility updates,
performance improvements, and new functional features during the contract period without adversely
impacting ongoing recruitment operations.

h. The selection of the System Integrator (SI) shall be carried out through the Quality and Cost Based
Selection (QCBS) methodology based on technical capability, domain expertise, proposed solution,
implementation methodology, project governance, support capability, and commercial
competitiveness, as specified in this RFP.

2.3.1 Bidder Responsibilities:

The selected System Integrator (SI) shall be solely responsible for the successful design, development,
implementation, integration, deployment, operation, maintenance, enhancement, and support of the
End-to-End Online Recruitment Management Portal for IBPS throughout the contract period. The
responsibilities of the selected bidder shall include, but not be limited to, the following:
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Requirement Analysis and Solution Design

Study IBPS's existing recruitment processes and conduct detailed requirement gathering.
Prepare the Software Requirement Specification (SRS), Functional Requirement Specification
(FRS), Technical Design Document (TDD), System Architecture, Database Design, and
Implementation Plan for approval by IBPS.

Application Development and Customization

Design, develop, configure, customize, and implement the complete Recruitment
Management Portal in accordance with the approved specifications.

Develop configurable workflows, business rules, eligibility criteria, recruitment processes,
and administrative modules.

End-to-End Recruitment Automation

Implement modules covering the complete recruitment lifecycle, including notification
management, candidate registration, fee collection, document upload, application scrutiny,
admit card generation, examination management, interview scheduling, document
verification, result processing, provisional allotment, and final recruitment.

System Integration

Integrate the portal with payment gateways, SMS and Email gateways, Digilocker, Aadhaar/e-
KYC (where permitted), ERP/HRMS, examination systems, identity management solutions, and
other internal or external applications through secure APlIs.

Al-Enabled Features

Implement Al-powered functionalities such as multilingual translation, OCR, Intelligent
Document Processing (IDP), duplicate candidate detection, image validation, facial recognition
(where applicable), intelligent search, chatbot, analytics, and workflow automation.

Infrastructure and Deployment

Deploy the application on the infrastructure specified by IBPS.
Configure web servers, application servers, databases, middleware, security solutions, backup
mechanisms, monitoring tools, and Disaster Recovery (DR) integration.

Security and Compliance

Ensure compliance with the Digital Personal Data Protection (DPDP) Act, CERT-In advisories,
OWASP standards, ISO/IEC 27001, GIGW, WCAG, and other applicable Government of India
guidelines.

Implement encryption, Multi-Factor Authentication (MFA), Role-Based Access Control (RBAC),
audit logging, vulnerability management, and secure coding practices.
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8. Testing and Quality Assurance

e Perform Unit Testing, Integration Testing, System Testing, Security Testing, Performance
Testing, Load Testing, User Acceptance Testing (UAT), and defect resolution before production
rollout.

9. Data Migration

e Migrate historical recruitment data, candidate records, and related documents from legacy
systems to the new platform with validation and reconciliation.

10. Documentation

e Prepare and submit all project documentation, including SRS, FRS, TDD, APl documentation,
user manuals, administrator manuals, SOPs, deployment guides, operational run books,
training material, and as-built documentation.

11. Training and Knowledge Transfer

e Provide comprehensive training to IBPS administrators, operational users, and technical
personnel.
e Conduct knowledge transfer sessions and hand over all project-related documentation.

12. Go-Live and Stabilization

e Successfully deploy the application in the production environment.
e Provide on-site/remote support during the stabilization period to ensure smooth operations.

13. Operations and Maintenance

e Provide comprehensive Application Maintenance and Support (AMS), including preventive,
corrective, adaptive, and perfective maintenance throughout the contract period.

e Ensure compliance with agreed Service Level Agreements (SLAs). Monitoring and Incident
Management

e Continuously monitor application performance, availability, security, and system health.

e Resolve incidents within the timelines defined in the SLA and provide regular status reports.

14. Enhancements and Regulatory Changes

e Implement statutory changes, regulatory updates, browser compatibility updates, security
patches, performance improvements, and new functional requirements as directed by IBPS
during the contract period.

15. Backup, Disaster Recovery, and Business Continuity

e Ensure regular backups, data archival, Disaster Recovery readiness, periodic DR drills, and
business continuity support in accordance with IBPS policies.

16. Audit and Compliance Support
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e Facilitate VAPT, security audits, CERT-In audits, source code reviews, compliance audits, and
rectify all observations without additional cost to IBPS.

17. Project Governance

e Deploy a dedicated Project Manager and experienced technical team.
e Conduct regular project review meetings, submit progress reports, maintain a risk register,
and ensure timely completion of all milestones.

18. Post-Implementation Support

e Provide 24x7 support during critical recruitment activities and ensure continuous availability,
performance optimization, and operational support throughout the contract period.

19. Ownership and Deliverables

e Hand over all application binaries, database scripts, APIs, technical documentation,
configuration files, reports, and other project deliverables to IBPS as specified in the RFP. The
developed application, documentation, and all intellectual property created specifically under
this contract shall vest with IBPS, subject to the terms of the agreement.

2.4.1 Overall Requirement:

The selected bidder will provide “Development of online Applications Portal for Candidates Registration
with Grievance Redressal System and Hosting of IBPS Website”. Detailed specification of requirement will
be available under “Scope of Work” Section - 3.

2.5.1 Due Diligence

The bid document is prepared with due care, however, Bidder are expected to carefully examine the
RFP and if there appears to be any ambiguity, contradictions, inconsistency, gap and/or discrepancy in
the RFP, Bidder shall seek necessary clarifications by e-mail mentioned in Section-1. The Bid shall be
deemed to have been submitted after careful study and examination of this RFP. The Bid should be
precise, complete and in the prescribed format as per the requirement of this RFP document. Failure
to furnish all information or submission of a bid not responsive to this RFP will be at the Bidder ‘s risk
and may result in rejection of the bid without assigning any reason.

2.6.1 Ownership of the RFP:

The content of this RFP is a copy right material of Institute of Banking Personnel Selection. No
part or material of this RFP document should be published in paper or electronic media without
the prior written permission from IBPS.
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Section-3: - Scope of Work

Full contents of Section-3 (Scope of Work) (page no. 23 to 37) will be shared with the
prospective bidders on submission of Non-Disclosure Agreement as per annexure — Q on
the Company letter head of the bidder.
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Section 4 - Submission of Bids

4.1 Submission of Bids:
The bid must be prepared covering the following information and submitted to IBPS on or before the
closing date.

A. Submission Format:
The proposal is to be submitted in 3 different envelopes as per the details mentioned below:

1. Content of sealed Envelope “A” (Eligibility Criteria):

The Eligibility criteria is to be submitted in sealed envelope (Envelope- “A”) super scribed as “Selection
of System Integrator for Development of online Applications Portal for Candidates Registration with
Grievance Redressal System and Hosting of IBPS Website.” Refer Section 5.13 for further details.

2. Content of sealed Envelope “B” (Technical Bid):

The Technical bid to be submitted in a separate sealed envelope (Envelope- “B”) superscribed as
“Selection of System Integrator for Development of online Applications Portal for Candidates Registration
with Grievance Redressal System and Hosting of IBPS Website.” Refer Section 5.14 for further details.

3. Content of sealed Envelope “C” (Commercial Bid):

The commercial bid to be submitted in a separate sealed envelope (Envelope- “C”) superscribed as
“Development of online Applications Portal for Candidates Registration with Grievance Redressal System and
Hosting of IBPS Website.” Refer Section 5.15 for further details.

4. Right to Reject, Accept/Cancel the Bid:

IBPS reserves the right to accept or reject in full or in part, any or all the offers without assigning any
reason whatsoever.

Note:
e If the cost figures are mentioned anywhere in the content of Envelope- “A” (Eligibility Criteria)
the proposal will be disqualified and will not be evaluated.
e Please note that the content of sealed Envelope- “B” (Technical Bid) must not contain quoted
price of any of the items mentioned in Annexure “B”. The proposal contained in Envelope
“B” must be unconditional.
e Condition if any should be indicated in the content of Envelope- “A” only.

e The cost figures need to be mentioned in Envelope - “C” only.

The bid must be submitted in the sealed envelopes to the address mentioned below.
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To

Deputy General Manager (TSS)

Institute of Banking Personnel Selection,

IBPS House, Plot No. 166, Behind Thakur Polytechnic,
Off. Western Express Highway,

Kandivali (E),

Mumbai —400101.
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Section 5 - Instruction to the System
System Integrator (Sl)
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Section 5 - Instruction to System Integrator (SI)

A. The Bidding Documents

5.1 Request for Proposal (RFP):

RFP shall mean “Request for Proposal” and Bid, Tender and RFP are used to mean the same.

The System Integrator is expected to examine all instructions, forms, Terms and Conditions and
technical specifications in the Bidding Document. Submission of a Bid not responsive to the
Bidding Document in every respect will be at the System Integrator’s risk and may result in the
rejection of its Bid without any further reference to the System Integrator.

5.2 Cost of Bidding:

The System Integrator shall bear all costs associated with the preparation and submission of its
Bid and IBPS will in no case be responsible or liable for those costs.

5.3 Content of Bidding Document:

The Bid shall be in 3 separate envelopes, Envelope “A”, “B” and “C”. The contents of the
Envelopes are mentioned in clause 5.13 to 5.15.

5.4 Amendment of Bidding Documents:

1. At any time prior to the deadline for submission of Bids, IBPS may for any reason,
whether at its own initiative or in response to a clarification requested by a System
Integrator, amend the Bidding Documents.

2. Amendments will be provided in the form of Addenda/ Corrigenda to the Bidding
Documents, which will be published on IBPS website. Addenda / Corrigenda will be
binding on System Integrator’s. It will be assumed that the amendments contained in
such Addenda/ Corrigenda had been considered by the System Integrator in its Bid.

3. To afford System Integrator’s reasonable time in which to take the amendment into
account in preparing their bids, IBPS may, at its discretion, extend the deadline for
submission of the Bids, in which case, the extended deadline will be published on IBPS
website.

4. From the date of issue, the Addenda / Corrigenda to the RFP/tender shall be deemed
to form an integral part of the RFP.

B. Preparation of Bid:

5.5 Bid Price:

Prices to be quoted in the bid should exclude all applicable taxes, duties levies, GST Tax and
fees whatsoever, The GST Taxes should be shown separately in the Price schedule.

Page 41 of 126



“Development of online Applications Portal for Candidates Registration with Grievance Redressal System and

5.6
1.

5.7

5.8

Hosting of IBPS Website”.

Earnest Money Deposit (EMD) / Bid Security:

The System Integrator shall submit Earnest Money Deposit of Rs. 3,00,000/- (Rupees Three

Lakh Only) in the form of a Demand Draft / Pay order from a scheduled commercial bank
in India drawn in Favour of “Institute of Banking Personnel Selection” payable at Mumbai.
No interest shall be payable on the EMD.

Return of EMD Value:

EMDs furnished by all unsuccessful System Integrator will be returned on the expiration of

the bid validity /finalization of successful System Integrator, whichever is earlier.
The EMD of successful System Integrator shall be returned / refunded after furnishing

Performance Guarantee as required in this RFP.

Forfeiture of EMD:

The EMD made by the System Integrator will be forfeited if:

1.

5.9

Bid that is not accompanied by the EMD will be summarily rejected.

The System Integrator withdraws its Bid before opening of the Bids.

The System Integrator withdraws its Bid after opening of the Bids but before Notification
of Award.

Selected System Integrator fails to accept the order within 14 days from the date of
receipt of the notification of Award. However, IBPS reserves its right to consider at its
sole discretion the late acceptance of the order by selected System Integrator.

The selected System Integrator withdraws its Bid / Proposal before furnishing
Performance Guarantee.

The System Integrator violates any of the provisions of the RFP up to submission of
Performance Bank Guarantee.

If a System Integrator makes any statement or encloses any form which turns out to be
false, incorrect and/or misleading or information submitted by the System Integrator
turns out to be incorrect and/or conceals or suppresses material information.

Period of Validity of Bids:

Bids shall remain valid for a period of 180 days after the date of bid opening as mentioned in
Section 1 or as may be extended from time to time. IBPS reserves the right to reject a bid valid
for a period shorter than 180 days as non-responsive, without any correspondence.

5.10

Format of Bid:

The System Integrators shall prepare one hard copy (Marked as “ORIGINAL”) and one soft copy
of the Technical Bid marking it as “Technical Bid-Soft copy”. In case of any discrepancy between

them,

5.11
1.

the original shall govern.
Signing of Bid:

The Bid shall be signed by a person or persons duly authorized to bind the System
Integrator to the contract. Such authority shall be either in the form of a written and duly
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stamped power of attorney (format given in Annexure “I”) or a Board Resolution duly
certified by the company’s competent authority, extract of which duly certified as true
copy should accompany the Bid.

2. All pages of the Bid, except for printed instruction manuals and specification sheets shall
be initiated by the person or persons signing the Bid.

3. The Bid shall contain no interlineations, erasures, or overwriting, except to correct errors
made by the System Integrator, in which case such corrections shall be initiated by the
person or persons signing the Bid.

C. Submission of Bid:

5.12 Envelope Bidding Process:

a. The Bid shall be prepared in 3 different envelopes,
e Envelope “A”,
e Envelope “B” and
e Envelope “C".

b. Each of the 3 Envelopes shall be sealed and put into an outer envelope marked as RFP
for “Selection of System Integrator for Development of online Applications Portal for
Candidates Registration with Grievance Redressal System and Hosting of IBPS Website.”

c. The inner and outer envelopes shall:

1. Be addressed to IBPS at the address mentioned in Section 1.

The inner envelopes shall indicate the name and address of the System Integrator.

3. If the outer envelope is not sealed and marked as indicated, IBPS will assume no
responsibility for the Bids misplacement or premature opening and may summarily be
rejected.

4. The envelope details are listed in the below table.

Sr No Envelope Envelope Bidding Process
1 Envelope ‘A’ Eligibility Criteria
2 Envelope ‘B’ Technical Bid
3 Envelope ‘C’ Commercial Bid

5.13 Envelope “A” - Eligibility Criteria.
The following documents shall be inserted inside Envelope “A”:
EMD/Bid Security — Annexure “A”

Bid Offer form (without price) — Annexure “B”
Manufacture’s Authorization Form - Annexure “C”

A wnN e

System Integrator Information— Annexure “D”
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Declaration regarding Clean Track by System Integrator— Annexure “E”
Declaration of Acceptance of Terms and Conditions — Annexure “F”
Declaration of Acceptance of the Scope of Work — Annexure “G”
Acceptance Certificate — Annexure “H”

L 0N o

Power of Attorney format — Annexure “1”

10. Mandatory Eligibility Criteria and its related documents — Annexure “J”
11. Mandatory Eligibility Criteria Matrix — Annexure “W”

12. Last three years audited Balance sheet and profit and loss statements.

5.14 Envelope “B” - Technical Bid.

The following documents shall be inserted inside Envelope “B”:

1. Terms and Conditions as mentioned in Section 8 duly signed on all pages.
2. Proposed Solution document with following details — Annexure “K”:

Architecture and Proposed Design document / Presentation for Complete solution.
Hardware specifications proposed for Complete solution.

Software details proposed for Complete solution.

Bill of materials with quantity and functional details.

Summary of work involved.

Project phases, deliverables and timeframe for project completion.

@ 0 Q0 T

Criteria for completion and acceptance tests.

3. Technical Score Matrix - Annexure “S”

4. Bid form (Technical Bid) - Annexure “L”

5. Undertaking of Authenticity- Annexure “0”

6. Non-Disclosure Agreement- Annexure “Q”

7. Technical Score Matrix- Annexure “S”

8. Declaration of Ownership of Data Centre- Annexure “T”
9. Undertaking being Responsible for Project- Annexure “U”
10. Technical Evaluation Matrix- Annexure “V”

11. Compliance to Technical and Functional- Annexure “X”
12. Specification to Data Center Setup- Annexure “Y”

13. Section 10 — Technical Specifications Requirements duly completed
14. Reference site details and customer contact details.

5.15 Envelope “C” - Commercial Bid.

a. Commercial Bid Form — Annexure “M”
b. Commercial Bid Format (Line-item wise prices) — Annexure “R”
c. Commercial Bid Format (without prices) — Annexure “R”
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5.16 Bid Submission:

a. The System Integrator should bear all the costs associated with the preparation and
submission of their bid and IBPS will in no case be responsible or liable for these costs,
regardless of the conduct or outcome of the bidding process.

b. Bids sealed in accordance with the Instructions to System Integrator’s should be
delivered at the address as mentioned in the Section 1.

c. The offers should be made strictly as per the formats enclosed.

No columns of the tender should be left blank. Offers with insufficient/inaccurate
information and offers which do not strictly comply with the stipulations given in this
RFP, are liable for rejection.

5.17 Bid Currency:

All prices shall be expressed in Indian Rupees only.

5.18 Bid Language:
The bid shall be in English Language.

5.19 Rejection of Bid:

The Bid is liable to be rejected if:

1. The document doesn’t bear signature of authorized person.

2 It is received through Fax/E-mail.

3. ltisreceived after expiry of the due date and time stipulated for Bid submission.

4. Incomplete/incorrect Bids, including non -submission or non-furnishing of requisite
documents / Conditional Bids / Bids not conforming to the terms and conditions
stipulated in this Request for Proposal are liable for rejection by IBPS.

5.  No Bid shall be rejected at Bid opening, except for late Bids.

5.20 Deadline of Submission:

The last date of submission of bids is given in Section 1, unless amended by IBPS through its
website.

5.21 Extension of Deadline for Submission of Bid:

IBPS may, at its discretion, extend this deadline for submission of bids by amending the Bidding
Documents which will be intimated through IBPS website, in which case all rights and obligations
of IBPS and System Integrators will thereafter be subject to the deadline as extended.

5.22 Late Bid:

Bids received after the scheduled date and time will not be accepted by IBPS under any
circumstances. IBPS will not be responsible for any delay due to postal service or any other
means.
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5.23 Withdrawal of Bids:

Bids once submitted will be treated as final and no further correspondence will be entertained
on this.

5.24 Right to Reject / Cancel the Bid:

1. IBPS reserves the right to accept or reject, in full or in part, any or all the offers without
assigning any reason whatsoever.

2. IBPS does not bind itself to accept the lowest or any tender and reserves the right to reject
all or any bid or cancel the Tender without assigning any reason whatsoever. IBPS also has
the right to re-issue the Tender without the System Integrator (SI) having the right to object
such re-issue.

5.25 RFP Abandonment:

IBPS may at its discretion abandon the process for the selection of System Integrator (SI) for
Supply, Implementation, and Managing a Colocation-Based DR Setup on a Private Cloud at any
time before notification of award.

5.26 Contacting IBPS:

From the time of Bid opening to the time of Purchase Order award, if any System Integrator
wishes to contact IBPS for seeking any clarification on any matter related to the Bid, it should
do so in writing by seeking such clarification/s from an authorized person.

Any attempt to contact IBPS with a view to canvas for a Bid or put any pressure on any official
of the IBPS may entail disqualification of the concerned System Integrator or his Bid.
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Section 6 - Bid Opening Process

Section 6 — Bid Opening Process
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Listed below is the bid opening process: Bids will be opened in 3 stages

e Stage 1 - First stage, the Eligibility Criteria i.e. Envelope ‘A’ will be opened.
e Stage 2 — Second stage, the Technical Bids i.e. Envelope ‘B’ will be opened.
e Stage 3 — Third stage the Commercial Bids i.e. Envelope ‘C’ will be opened.

6.1 Opening of Envelope ‘A’ - Eligibility Criteria:

a. IBPS will open Envelope ‘A’ in presence of System Integrator (SI) representative(s) who
choose to be present on the date, time and address mentioned in Section 1 or as amended by IBPS
from time to time.

b. The representatives of the System Integrator (SI) must produce an authorization letter from
the System Integrator / Identity Card to represent them at the time of opening of technical bids. Only
one representative will be allowed to represent each System Integrator. In case the System
Integrator (SI) representative is not present at the time of opening of bids, the bids will still be opened
at the scheduled time at the sole discretion of the IBPS.

C. The System Integrator (SI) representatives who are present shall sign the register evidencing

their attendance. In the event of the specified date of bid opening being declared a holiday for IBPS,
the bids shall be opened at the appointed time and place on next working day.

6.2 Opening of Envelope ‘B’ - Technical Bids:

a. IBPS will open technical bids (Envelope “B") of System Integrator who qualify in the evaluation
of eligibility criteria in the presence of System Integrator’s representative(s) who choose to be
present on the date, time and address mentioned in the intimation issued by IBPS for the purpose.

b. The representatives of the System Integrator must produce an authorization letter from the
System Integrator /ldentity Card to represent them at the time of opening of technical bids. Only one
representative will be allowed to represent each System Integrator. In case the System Integrator
representative is not present at the time of opening of bids, the bids will still be opened at the
scheduled time at the sole discretion of the IBPS.

c. The System Integrator (SI) representatives who are present shall sign the register evidencing
their attendance. In the event of the specified date of bid opening being declared a holiday for IBPS,
the bids shall be opened at the appointed time and place on next working day.

6.3  Opening of Envelope ‘C’ - Commercial Bids:

a. Only those Bids that are technically qualified will be eligible for opening of commercial bids
i.e. Envelope “C”.

b. Those System Integrator who qualifies technically will be intimated about the date, time and
address for opening of Commercial Bids through an email.

Page 48 of 126



“Development of online Applications Portal for Candidates Registration with Grievance Redressal System and
Hosting of IBPS Website”.

Section 7 - Bid Evaluation Process
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Section 7 — Bid Evaluation Process

Listed below is the bid evaluation process: Bids will be opened in 3 stages:

Sr No Stage Envelope Details Bid Evaluation
1 Stage 1 Envelope- “A” Preliminary Examination of Eligibility Bids
2 Stage 2 Envelope- “B” Evaluation of Technical Bids
3 Stage 3 Envelope- “C” Evaluation of Commercial Bid

7.1  Preliminary Examination of Eligibility Bids: Stage 1 - (Envelope- “A”)

a. |IBPS will examine the Bids to determine whether they are complete, whether required
information have been provided as underlined in the Bid document, whether the documents have
been properly signed, and whether Bids are generally in order.

b. Eligibility and compliance to all the forms and Annexure’s would be the first level of evaluation.
Only those Bids which comply to the eligibility criteria will be taken up for further technical
evaluation.

c. IBPS may waive any minor informality, non-conformity or irregularity in a bid that does not
constitute a material deviation provided such waiver does not prejudice or affect the relative ranking
of any System Integrator.

d. If a Bid is not substantially responsive, it will be rejected by IBPS and may not subsequently be
made responsive by the System Integrator by correction of the nonconformity. IBPS"s determination
of bid responsiveness will be based on the content of the bid itself.

e. Envelope ‘A’ will be evaluated first and those who fulfil the eligibility criteria will be eligible for
technical evaluation.

f.  IBPS may interact with the Customer references submitted by System Integrator, if required.

7.2 Evaluation of Technical bids: Stage 2 - (Envelope-B)
The Technical Evaluation will be based on the following broad parameters:

a. Compliance to Technical Requirement stipulated in the RFP, duly supported by documentary
evidence will be evaluated in detail.

b. Presentation and discussions on the proposed complete solution and features etc., from the
short-listed System Integrator based on the technical bids submitted by them to make an evaluation.
Such presentations and minutes of meetings will become part of the technical bid. Date and time of
technical presentation will be communicated to System Integrator.

c. Written reply, if any, submitted in response to the clarification sought by IBPS, if any, will be
reviewed.

d. Inspection of Samples: As part of technical Evaluation, IBPS Technical committee would request
samples for demonstration of the solution model quoted by the System Integrator and shall evaluate
the same for testing the quality of the solution model supplied as well as its conformity to the
specifications. Should any inspected or tested item fail to conform the specifications of IBPS,
technical committee may reject them and shall not consider such rejected items for further supply.
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e. To assist in the examination, evaluation and comparison of bids IBPS may, at its discretion, ask
any or all the System Integrator for clarification and response shall be in writing and no change in
the price or substance of the bid shall be sought, offered or permitted.

f.  IBPS may interact with the Customer references submitted by System Integrator, if required.

g. System Integrator are required to provide documentary evidence, wherever available, for the
technical specifications stated in RFP.

h. System Integrator who qualifies in technical score matrix having scored 70 percent or more
marks will be eligible for opening of commercial bid. The technical Matrix having details criteria is
given below.

i. Note: If the System Integrator’s proposed solution during the presentation doesn’t meet the
IBPS requirements/specifications, then that bid is liable to be rejected from the further process of
evaluation

Evaluation Methodology

The evaluation will be done using the Quality & Cost Based Selection (QCBS) methodology. Weightage
for Quality (Technical Evaluation) will be 70% whereas the weightage for Cost (Commercial
Evaluation) will be 30%. The commercial bids of those System Integrator who qualify in the technical
evaluation only will be opened.

7.3  Quality or Technical Evaluation Methodology

The Technical Bids would be evaluated by the Technical Evaluation Committee, based on the technical
evaluation criteria and sub-criteria listed Below

X Minimum
L. Maximum .
Stage Description qualifying
Score
Score
System Integrator capability
Stage A (50% including proven relevant experience
weight in and capabilities in the
. . . 50 35
Technical implementation of
Score) proposed solution technical
document, TRS, and FRS as per RFP
System Integrator Technical

Presentation for Overall Solution
mentions the project Timelines.
Stage B (30% Evaluation of the proposed End-to-
End Recruitment Management Portal,
including  solution  architecture, 30 20
functional coverage, configurable
workflows, candidate life-cycle
management, Al-enabled features,
multilingual support, API
integrations, security architecture,

weight in
Technical
Presentation)
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dashboards and analytics, project
implementation methodology,
migration strategy, quality assurance,
training  approach,  deployment
strategy, support model, risk
mitigation plan, project governance,
implementation timeline, and
innovation proposed for IBPS

References from Govt. /Enterprise /
Stage C (20% Public / Private Sector / BFSI Sector/

in weight in where the System Integrator could 20 15
References) successfully implement/migrate
from last 10 years.
Total 100 70
Overall Qualifying Marks 70%

e When deemed necessary the Tender Evaluation Committee may seek clarifications on
relevant aspects from the System Integrator. However, that would not entitle System
Integrator to change or cause any change in the submitted bid.

e The scoring methodology for Technical Bid components is explained in the following
paragraphs.

e Scores for the above individual parameters shall be added to determine the technical
scores of the System Integrator.
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7.4 Scoring Methodology for Stage A-Technical evaluation criteria

SN

Evaluation Criteria

Documents Required

Max
Mark

Average Annual Turnover of the Bidder
from IT Software Development, System
Integration, e-Governance, Recruitment /
Digital
Transformation Services during the last
three (3) financial years.
200 Crores to <= 225 Crores - 5 Marks

225 Crores to <= 250 Crores — 10 Marks
>250 Crores — 15 Marks

Examination Solutions, or

e Audited statement for last 3
financial years of the System
Integrator.

e Certificate from the Chartered
Accountant/  statutory  auditor/
Company Secretary clearly specifying
the annual turnover from the

required Service business.

15

The CSP shall have successfully deployed
and provided Online Recruitment Systems,
Examination Systems, e-Governance Portals
Services for any Govt. 53organization/ PSU
in India within last 7 years with combined
project value of:

5 Crores to < 10 Crores — 5 Marks

10 Crores to <= 15 Crores — 7 Marks

>15 Crores — 10 Marks

Copy of Work orders/Client

Certificate/Agreement

10

The CSP shall have successfully delivered
/Experience in Large-Scale

Recruitment/Examination Portals handling
high concurrent users (minimum 1 lakh

registrations per project) for any Govt.
Organization/ PSU in India within last 7
Years:

3 to <=5 projects — 5 Marks

5 to <=7 projects — 7 Marks

>7 projects — 10 Marks

Copy of Work orders/Client

Certificate/Agreement

10

The CSP should have of the following
Certifications valid at the time of Bidding:

1.1SO 9001

2.150 27001

3.1S0 27017 & ISO 27018

4.150 20000-1

5.50C1, SOC2 & SOC 3 Report

6. Certificate from Uptime Institute or TIA
942.

Valid Certificate(s) by the relevant
certifying agency.

10
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7. DC/DR should be MeiTY empanelled and
STQC audited

8. CMMI 3 or above

For Sr.1 to 6 Certificates — 5 Marks

For Sr. 1 to 7 Certificates — 7 Marks
For Sr. 1 -8 Certificates — 10 Marks

The CSP must be operating from Data
Centers in Mumbai Region and should be
empaneled by MeitY with following.

1. Isolation of virtual environments from
security and networking perspective.

2. Multi-factor Authentication

Identity and Access Management

Data Encryption at rest and in motion

Web Application Firewall
DDoS Protection
3 to <=5 Components/Procedures — 5
Marks

5 to <=7 Components/Procedures -10
Marks
All Components/Procedures — 15 Marks

o v AW

Letter from Authorized signatory on
the letter head of the CSP confirming
Data Centre location and MeitY
empanelment.

10

Proposed Technical Solution —
Capability of the proposed Recruitment
Solution including:

1. Al-enabled Recruitment Features

2. Multilingual Support

3. Workflow & Business Rules Engine
4. API Integration Framework

5. Cyber Security & DPDP Compliance
6. High Availability & Disaster Recovery
7.Mobile Responsive Design
8.Analytics & Dashboards

*4-5 Features — 5 Marks

*6—7 Features — 10 Marks
¢ All Features — 15 Marks

15

Technical Proposal solution Approach and
Including but not limited to:

a) Detailed understanding of Scope of Work
requirements -5 Marks

b) Disaster Recovery (DR) and Business
Continuity Plan (BCP) --5 Marks

Technical Proposal & Methodology

30
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c) Security Architecture and Data
Protection-- 5 Marks

d) Training and Knowledge Transfer Plan--
5 Marks

e) Integration and Interoperability Plan- 5
Marks

f) Scalability and Future-readiness--5 Marks

Total 100

Note: Marks secured in Stage A. shall be rounded to a weighted score of 50
*The System Integrator with the highest Technical Score shall be ranked as T1

7.5 Scoring Methodology for Stage B:

e The System Integrator of this RFP must give a presentation/interaction on the methodology/
approach, time frame for various activities, strengths of the System Integrator on such projects before
a committee setup by IBPS.

e The technical competence and capability of the System Integrator should be reflected in the
presentation. If any short-listed System Integrator fails to make such a presentation, they will be
disqualified from the selection process.

e The committee will confirm the veracity of the claim in the presentation during the site visit/
references if required. If not satisfied, the System Integrator will be disqualified from the selection
process.

The marking scheme will be based on the following criteria stated as under:

::)'. Evaluation Criteria Marks

1 Understanding of Project Requirements and Business Processes — Demonstration of bidder’s | 15
understanding of end-to-end recruitment lifecycle, candidate registration workflow, examination
processes, payment integration, document verification, result processing, and overall project
objectives

2 Organizational Capability and Relevant Experience — Bidder’s organizational strength, prior | 15

experience in development and implementation of large-scale online recruitment / examination
platforms, technical expertise, qualified manpower, and successful execution of similar projects for
Government/Banking/PSU/large institutions.

3 Solution Architecture, Technology Stack and Security Framework — Proposed system architecture, | 20
scalability, cloud/on premise deployment model, database design, APl integration capability,
cybersecurity framework, compliance standards, fraud detection mechanisms, Al/ML capabilities, and
overall robustness of the proposed solution.

4 Implementation Methodology and Project Timelines — Proposed development methodology, | 20
requirement gathering approach, system design, development phases, testing strategy, UAT process,
deployment approach, migration strategy, training plan, and overall project execution timeline.

5 Innovation, Value Addition and Functional Advantages — Distinct advantages of the proposed | 20
solution including automation capabilities, Al-powered fraud detection, face authentication, chatbot
integration, analytics dashboards, mobile applications, intelligent workflow automation, ease of use,
and measurable efficiency gains/reduction in manual efforts
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Five-Year Support, Maintenance and Upgrade Plan — Comprehensive plan for post-implementation | 10
support, annual maintenance services, security patch management, periodic upgrades, SLA
commitments, helpdesk support, DR support, monitoring services, and long-term sustainability of the
solution over a five-year period.

Note: Marks secured in Stage B shall be rounded to a weighted score of 30

7.6  Scoring Methodology for Stage C

References from Govt. / Enterprise / Public / Private Sector Banks / BFSI Sector in India were the
System Integrator could successfully implement, Manage, Migrate system in the last 10 years.

[At least 2 references must be given by the System Integrator where work executed is more relevant
to the Scope of Work of this RFP. Marks will be awarded based on the feedback received from the
companies/ organizations referred.]

e System Integrator shall provide at least two references for a site visit.

Note: Marks secured in Stage C shall be rounded to a weighted score of 20.

Stage A: If any System Integrator scores 89 out of 100, Stage A has weightage of 50 marks, then to calculate
the score for Stage A, 89% of 50 marks will be calculated, which would be 44.5.

Stage B: If any System Integrator scores 92 out of 100, Stage A has weightage of 30marks, then to calculate the
score for Stage A, 92% of 30 marks will be calculated, which would be 27.6.

Stage C: If any System Integrator gives only 1 reference, then the marks will be 10 and if System Integrator
gives 2 references then the marks will be 20.

Combined Technical score will be calculated as — Stage A + Stage B + Stage C, in this e.g. it comes to
44.5+27.6+20 =92.1

Total Technical section has 70% weightage and multiplying factor is 0.7
Technical evaluation formula -

Combined marks obtained in technical scoring =

Combined marks of the respective vendor
Formula: (= x 100

Total Technical Marks (100 Marks)
Technical Score Marks x 0.7

92.1 Marks
CSP1= -—mmmmmmemeeeee x 100 =92.1 that is 92.1x0.7 =64.47
100 (Out of)
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7.7 Commercial Evaluation Criteria: - Commercial evaluation will be done based on the below calculations.
The evaluation process shall consider the “Total Contract Value” Vendor proposing lowest TCO shall be given
a commercial score of 30. Commercial score for other vendors will be calculated as under. For example, if
we have System Integrator 1, 2 and 3 quoting rates as given below:

TABLE-A

Price per candidate for first three (03)
Sr No Description of activities Estimated Qty | years which may be extended for two
(02) more Years Excluding Taxes

1 Application Submission Process using Service Provider Developed portal

P1 (a) | Application Development Cost 1.5 Crores per
One-Time Setup & Implementation Cost | Annum
Infrastructure & Software Cost (Annual)
Transaction-Based Pricing
(Communication charges SMS/email)
Annual Operations & Support Cost

2 Application Submission Process using NRA uOTR Portal

P1(b) | Applicant Registration data Fetching Cost | 1.5 Crores per
One-Time development with Setup & Annum
Implementation Cost

Infrastructure & Software Cost (Annual)

Transaction-Based Pricing
(Communication charges SMS/email)
Annual Operations & Support Cost

P1'(c) | In a scenario, where, service provider is
not handling the registration process for a
specific project, for which generation of call
letter link and/ or sending Email/SMS to
candidates are required, the per candidate
rate applicable will be

Any other supporting cost

P1 | P1=P1(a)+ P1(b) +P1(c)
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TABLE-B
Price for first three (03) years which
Sr No Description of activities Estimated Qty | may be extended for two (02) more
Years Excluding Taxes
P2 Declaration of Results lr?nrgrrr?s per
Website Building and Hosting cost One
. : 1 Crores per
Online Grievance and Redressal portal ARNum P
Data Capture Link (Post closing date) per | NA
applicant
Edit Window charges per applicant NA
Portal for Candidate’s document NA
verification and Interview link (One time
Development Cost) Per candidate charges
Adhaar e-KYC authentication per applicant| As per actual
Adhaar Y/N authentication per candidate | As per actual
Data Archival / Retrieval Application
Development Cost
TOTAL
TABLE-C
Price for first three (03) years which
Description of activities Estimated Qty | may be extended for two (02) more
Sr No Years Excluding Taxes
Website Maintenance and Support cost One
(Annually)
P3 | Online Grievance and Redressal Module One
maintenance and Support Cost (Annually)
Data Archival Application/ Retrieval One

Maintenance and Support Cost

Any other supporting cost

TOTAL
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SN Item csP1 CsP 2 CsP3
P1 | As Mentioned in TABLE-A (Refer above Page -57) 30,00,000 40,00,000 25,00,000
P2 | As Mentioned in TABLE-B (Refer above Page -57) 3,00,000 4,00,000 2,00,000
P3 | As Mentioned in TABLE-C (Refer above Page -58) 2,00,000 2,50,000 2,00,000
Total Project Value Without Taxes 35,00,000 46,50,000 29,00,000

The overall commercial score will be determined on basis of formula given below, following which the System
Integrator with the highest score will be awarded the contract.

e Formula:
Lowest Total Contract Value
C.M= x 100
Price quoted by CSP
29,00,000
ForCSP 1= ------m-mmmee- x 100 = 82.85 (For Example)
35,00,000

Weighted Commercial Score = Commercial Marks (CM) x Commercial W'tage i.e. 0.3
= 82.85 x 0.3 = 24.85 (For CSP1)

Final evaluation: - Technical and Commercial score will be added to arrive at Total Score out of
hundred. The proposal securing the highest combined score will be ranked as H1, Second highest as H2

and Third Highest as H3.
a. Final score (Technical + Commercial) will be = Technical Score + Commercial Score.
b. Inthe above e.g. final score will be — 64.47+24.85 = 89.32

c. Similarly, technical & commercial scores for other System Integrator will be calculated
and the System Integrator scoring highest score will be declared as winner.
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Section 8 - Terms & Conditions
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Section 8 — Terms & Conditions

Eligibility Criteria: Pre-requisite

The System Integrator should possess the requisite experience, resources and capabilities in providing
the services necessary to meet the requirements as specified in the RFP. The Bid must be complete in all
respects and should cover the entire scope of work. System Integrator not meeting the Eligibility Criteria
will not be considered for further evaluation.

A. Pre-Qualification Criteria - Mandatory:
Basic L L. Document to be
SI No . Eligibility Criteria .
Requirement Submitted
The Bidder should be a Legal Entity .
Copy of Certificate of

registered under the Companies Act,

Incorporation

1 Legal Entity 2013 or the Companies Act, 1956 or . ) )
. . /Registration/Partnership
LLP and should be in business for last deed
ee
10 years as of March 2026.
The Bidder should be a positive
networth/profit-making company and
/p- ) 8 pany Bidder should submit the
have a minimum average annual ) o )
. ) o ) Copies of Certified Audited
2 Financial Criteria turnover of at least 200 Cr in last three )
) i ] i Balance sheet / Profit &
audited financial years from Indian
. Loss statement.
Operations only for FY23-24, FY-24-25
& FY25-26.
The Bidder should have minimum five
years of experience in working with o
. Copy of relevant certificate
3 Experience Central Govt. / State Govt. / PSUs /
/WO /PO
BFSI / Government Autonomous
bodies.
] ] ] ) Letter from authorized
The Bidder is compliant with DPDP act | .
] ) ] signatory on the letter head
4 Compliance 2023/ IT Act 2000 (including 43A) and i o
of Bidder mentioning the
amendments. )
compliance.
The Bidder should not be debarred/ Lett oned b th
etter signe e
o blacklisted / banned by any . & Y )
5 Blacklisting . . Authorized representative
Government / PSU in India as on the )
- ) of the Bidder
date of submission of the Bid.
6 |Type of Data Center The Data Centre should be a Tier I

data center and both should be on
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Private Cloud. Software, DC & DR
should be owned & Managed by SP

Certification;

1. The solution to be compliant with: -

a. 1SO 27001
b. 15027017
; Required c. 1SO 27018 A valid copy of the
Certification d. 1SO 2000-1 certificate
e. 1SO 9001
2.SOC1 and SOC 2 Typel, Type 2 certified
3 Compliant with CERT-In Guidelines, IT
Act 2000/2008 and DPDP Act 2023.
The Bidder should have successfully
Experience implemented/commissioned at least | Copy of Work orders/Client
8 three (03) projects of online | Certificate/Agreement from
(Bidder) Application/ Recruitment portal value | SP
of at least 50 Lacs. Each in last 3 years.
The Bidder must have the strength of
at least 50 IT Professionals (Al
Programmer/ networking / system | Certificate from HR on the
administration / cloud services | letterhead of the Bidder
professional’s / cloud security experts) | certifying the availability of
9 Manpower Strength | on their payroll as on the date of | the resources on their
submission of this bid. At least 10 of | payroll as on the date of
these professionals must have | submission of the bid as per
experience (of minimum 2 years) in | the requirement.
deployment and Management of
required Services.
The Bidder must have a valid GST| A wvalid copy of the
10 | Tax Payment . L ) -
Registration in India and PAN certificate
The Bidder should be the prime Bidder Copy  of _ Certificate  of
11 | Consortium Bidder and no consortium is allowed. Incorporation

/Registration/Partnership
deed
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B. General Terms and Conditions:

The scope of work will be submitted when the System Integrator (SI) signs the NDA and
submits it to IBPS.

C. Other Conditions:

a. System Integrator (SI) are advised to study all technical and commercial aspects,
instructions, forms, terms and specifications in the RFP carefully. Failure to furnish all
information required in the Proposal or submission of a Proposal not substantially
responsive to the RFP in every respect will be at the System Integrator (SlI) risk and
may result in rejection of the Proposal.

b. IBPSis not responsible for non-receipt of bids within the specified due date due to any
reason including postal or courier delay or holidays. “Selection of System Integrator
for Development of online Applications Portal for Candidates Registration with Grievance
Redressal System and Hosting of IBPS Website”

c. Only one response to this RFP from each System Integrator will be permitted. In case
of partnerships / consortium, only one submission is permitted through the lead
System Integrator.

d. All expenses incurred towards the preparation and submission of the Proposal will be
entirely borne by the System Integrator.

e. |IBPS reserves its right to reduce or increase the scope of this RFP or Purchase Order
or cancel this RFP without stating any reasons whatsoever.

f. IBPS reserves the right to accept or reject any Proposal and to annul the bidding
process and reject all Proposals any time prior to award of the contract/purchase
order, without thereby incurring any liability towards the affected System Integrator
(SI) or any obligation to inform the affected System Integrator (Sl) the grounds for
IBPS’s action.

8.2 Notification of Award / Purchase Order:

a. After selection of the L1 System Integrator and after obtaining internal approvals and prior to
expiration of the period of Bid validity, IBPS will send Notification of Award /Purchase Order
to the selected System Integrator.

b. Validity period for bid should be 180 days from the last date of submission of bids documents.

c.  Within 5 days of receipt of Notification of Award/Purchase Order the successful
System Integrator shall send the acceptance. Once the selected System Integrator accepts the
Notification of Award the selected System Integrator shall furnish the Performance Bank
Guarantee (which will be 5% of the Purchase Order) to IBPS.

d. Upon the successful System Integrator furnishing the Performance Bank Guarantee, IBPS will
promptly notify each unsuccessful System Integrator and will discharge all remaining EMDs, if
any.

e. Failure of the successful System Integrator to comply with the above requirements shall
constitute sufficient grounds for the annulment of the award.

8.3 Performance Bank Guarantee:

The selected System Integrator shall provide Performance Bank Guarantee as per Annexure
- “N” for an amount of “5% of the Purchase Order Value” as performance of all its obligations
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under Purchase Order, within 15 days of Notification of award, valid for 3 years with claim
period for 6 months.

8.4 Taxes and Duties:

All taxes deductible at source, if any, at the time of release of payments, shall be deducted at
source as per then prevailing rates while making any payment.

Commercial Bid should be exclusive of all taxes, duties, charges and levies of State or Central
Governments as applicable, GST, insurance, etc.

The benefits realized by supplier due to lower rates of taxes, duties, charges and levies shall
be passed on by the Supplier to IBPS.

8.5 Terms of Delivery:

a) Allthe necessary software, licenses and other necessary components shall be delivered within
6 weeks of receipt and acceptance of the Purchase Order.

b) The installation and implementation of the solution should be carried out within 8th weeks.

¢) Note: The maximum project duration is for 2 months (10 weeks) only. This also includes
training and handover plan as described in the Section 3 — Scope of Work.

8.6 Penalty for Default in delivery and deficiency in Service:

The Service Provider (SP) shall strictly adhere to the timelines, service levels, performance standards, and
instructions issued by IBPS from time to time for online registration of applications, candidate grievance
management, result processing, website maintenance, and other related activities. Failure to comply with
the prescribed service levels shall attract the following penalties:

1. Application Response Time

The application shall support a minimum of 20,000 concurrent users with a response time of not
more than 0.1 second.

The SP shall submit a monthly performance report evidencing compliance.

In case of failure to meet the prescribed response time, IBPS shall levy a penalty of 10,000 per
instance of failure.

2. Delay in Declaration of Results

Since examination activities are highly time-bound, any delay in declaration of results beyond the
timelines specified by IBPS shall attract a penalty of 50,000 per incident or part thereof.

Delay in Delivery of Pre-Examination Data

In case of delay in handing over data required for pre-examination activities, IBPS shall levy a
penalty up to 5% of the applicable invoice value.

3. Erroneous Candidate Records
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For every erroneous candidate record in online registration, data processing, or result declaration,
deductions shall be made at the approved per-candidate rate.

In case a substantial portion or the entire data is found to be erroneous, IBPS reserves the right
to levy an additional penalty up to 100% of the invoice value, depending upon the severity and
impact.

System Performance and Availability

If the system hangs, crashes, or becomes unresponsive before reaching the committed
load/concurrent user levels, a penalty of 50,000 per day or part thereof shall be levied.

Negligence and Repetitive Errors

Repeated errors, large-scale processing mistakes, or serious lapses attributable to negligence of
the SP shall attract a penalty of X50,000 per instance, without prejudice to other remedies
available to IBPS.

Data Integrity

If data integrity is compromised at any stage due to acts or omissions attributable to the SP, IBPS
reserves the right to levy a penalty equivalent to the entire invoice value of the concerned
project/activity, in addition to recovering actual losses suffered by IBPS.

Confidentiality and Data Security

The SP shall ensure complete confidentiality and security of all information, records, and data
shared by IBPS.

Any unauthorized disclosure, leakage, sharing, or compromise of confidential information with
any third party shall attract a minimum penalty of 50,000 per instance, besides legal action,
termination of contract, blacklisting, and recovery of consequential losses.

Data Loss

In the event of data loss due to technical issues at the SP's end, the SP shall restore or recapture
the impacted data at its own cost without any additional financial implication to IBPS.

In addition, a penalty of 10,000 per instance per 100 affected candidates or part thereof shall
be levied.

Candidate Grievance Redressal System

If the online grievance redressal system becomes unavailable and is not restored within 30
minutes from reporting of the incident, IBPS shall levy a penalty of 50,000 per instance per hour
or part thereof.

Version Upgrades and Patches

All software upgrades, enhancements, security patches, statutory modifications, and new
features required by IBPS shall be provided without additional cost.
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The implementation of such changes shall not adversely affect IBPS operations.

Any disruption caused due to such changes shall make the SP liable for penalties equivalent to the
actual losses incurred by IBPS.

Website Maintenance

For every issue affecting accessibility, availability, or functioning of the IBPS website, IBPS reserves
the right to levy a penalty of 225,000 per hour or part thereof until restoration of services.

Other Service Deficiencies

In respect of any discrepancy, deficiency, or service failure not specifically covered under this
clause, which adversely affects service delivery or the reputation and operations of IBPS, IBPS
reserves the right to impose a reasonable penalty commensurate with the severity and impact of
such deficiency.

Determination of Penalty

The decision of IBPS regarding the nature of breach, assessment of impact, and quantum of
penalty shall be final and binding on the SP.

Maximum Penalty

The cumulative penalty recoverable under this Agreement for a particular project/activity shall
ordinarily not exceed the corresponding invoice value. However, this limitation shall not apply in
cases involving fraud, willful misconduct, data breach, confidentiality breach, intellectual property
violations, or regulatory penalties imposed on IBPS due to acts or omissions of the SP.

Recovery of Penalties

IBPS shall have the right to recover penalties from pending invoices, Performance Bank
Guarantee, Security Deposit, or any other amounts payable to the SP under the Contract.

Right to Terminate

Repeated SLA violations, persistent non-performance, serious security incidents, or penalties
exceeding the prescribed threshold may result in termination of the Contract,
blacklisting/debarment of the SP, and initiation of appropriate legal proceedings by IBPS.

The Service Provider (SP)/System Integrator (SI) shall adhere to the project milestones and
timelines specified under Clause 8.10. Time shall be the essence of the Contract.

In the event of any delay in completion of the activities and milestones attributable to the
SP/SI, IBPS shall levy Rs. 1,00,000/- charges for every week or part thereof of delay, subject to
a maximum of 10% of the Total Contract Value (TCV).

If the delay in completion of any milestone exceeds beyond the stipulated timeline, IBPS
reserves the right to withhold milestone payments, invoke the Performance Bank Guarantee,
procure the pending services from alternate sources at the risk and cost of the SP/SI, and/or
terminate the Contract, wholly or partly, without any liability on IBPS.
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c) Forapplication/portal availability below the prescribed uptime of 99.9%, a penalty equivalent
to Rs. 50,000/- per incident to be payable to IBPS, subject to a maximum of 20% of the monthly
invoice value, shall be levied.

d) For failure to resolve Critical Incidents within the stipulated resolution timelines, a penalty of
X15,000 per incident for every additional hour of delay shall be imposed.

e) Any disruption or non-availability of services during critical registration periods, examination-
related activities, declaration of results, or any other critical business event of IBPS shall
attract a penalty of 50,000 per incident or actual losses incurred by IBPS, whichever is higher.

f) Failure to conduct backups, Disaster Recovery drills, restoration testing, or maintain Disaster
Recovery readiness as per the agreed SLA shall attract a penalty of 250,000 per instance.

g) The imposition of penalties or liquidated damages shall be without prejudice to any other
rights and remedies available to IBPS under the Contract or under applicable law and shall not
relieve the SP/SI of its obligations to complete and perform the services in accordance with
the terms of the Contract.

8.7 Warranties and Support:

The selected System Integrator (SI) shall provide Comprehensive Warranty and Support for the
complete End-to-End Online Recruitment Management Portal, including all application software,
middleware, third-party software (if supplied by the Sl), APIls, integrations, and related
components for a period of Three (3) years from the date of successful Go-Live and final
acceptance by IBPS. The warranty shall cover rectification of defects, bug fixes, application
stabilization, performance tuning, configuration changes, compatibility updates, security
patches, IBPS Website renovation / updates and technical support at no additional cost to IBPS.

The SI shall also provide an option for Two (2) additional years of Comprehensive Annual
Maintenance and Support (CAMS) on the same terms, conditions, scope of work, and commercial
rates quoted in the Financial Bid, subject to the sole discretion of IBPS.

8.8 Acceptance Procedure: - Upon successful completion of all contractual obligations, including
design, development, customization, integration, data migration, testing, User Acceptance
Testing (UAT), security testing, performance testing, deployment, Go-Live, stabilization,
submission of all project deliverables, documentation, knowledge transfer, and training, the
selected System Integrator (SI) shall submit a request for Final Acceptance to IBPS.

IBPS shall verify that the solution has been implemented in accordance with the Functional
Requirement Specifications (FRS), Technical Requirement Specifications (TRS), Service Level
Agreements (SLAs), and all terms and conditions of the Contract/Purchase Order. Upon
satisfactory completion of the Acceptance Testing Plan (ATP) and fulfillment of all contractual
deliverables, IBPS shall issue the Final Acceptance Certificate. The Acceptance Certificate shall be
signed by the authorized representatives of both IBPS and the System Integrator, and the date of
signing of the Final Acceptance Certificate shall be deemed as the Final Acceptance Date of the
End-to-End Online Recruitment Management Portal.

Page 67 of 126



“Development of online Applications Portal for Candidates Registration with Grievance Redressal System and
Hosting of IBPS Website”.

The Comprehensive Warranty and Application Maintenance Support (AMC) period shall
commence from the Final Acceptance Date. During the warranty period, the System Integrator
shall rectify all defects, resolve bugs, provide security patches, version upgrades, performance
optimization, statutory and regulatory updates, and ensure uninterrupted operation of the
solution in accordance with the agreed Service Level Agreements (SLAs), without any additional
cost to IBPS.

8.9 Payment Terms & Milestones: Payment Terms and Invoicing

1. The payment to the selected Service Provider (SP)/System Integrator (Sl) shall be made
based on the rates quoted and accepted by IBPS in the Commercial Bid and in accordance with
the activities specified in the Financial Bid Format.
2. The activities covered under Table-1 of the Financial Bid Format shall be on a per
successful candidate registration basis. Payment shall be made based on the actual number of
successfully completed and accepted candidate registrations processed during the respective
billing period, duly verified and certified by IBPS.
3. The activities covered under Table-2 of the Financial Bid Format shall be paid based on
the actual activities/services availed by IBPS and at the unit rates finalized under the RFP and
Contract Agreement.
4, The Service Provider shall submit invoices on a monthly basis for:
a. Candidate registration services under Table-1; and
b. Activity-based services under Table-2.

5. Each invoice shall be accompanied by the following supporting documents:

i. Detailed transaction/activity reports for the month;

ii. Number of successful candidate registrations processed;

iii. Service utilization reports for activities under Table-2;

iv. SLA compliance report for the relevant month;

v. Certification from the authorized representative of the Service Provider confirming
the accuracy of the invoice and supporting data.
6. IBPS shall verify the invoice and supporting documents. Any discrepancy observed by IBPS
shall be communicated to the Service Provider for necessary clarification and rectification. The
disputed portion of the invoice may be withheld until resolution of such discrepancies.
7. Payment shall be released by IBPS within thirty (30) days from the date of receipt of
correct and complete invoices along with all supporting documents and subject to satisfactory
performance of services and compliance with the agreed Service Levels.
8. Any applicable penalties, SLA credits, liquidated damages, statutory deductions, taxes,
recoveries, or any other amounts recoverable from the Service Provider under the terms of the
Contract shall be deducted from the payments due.
9. No minimum business guarantee or minimum volume commitment is assured by IBPS
under this Contract. Payments shall be made strictly on actual usage, actual successful
registrations, and actual activities/services availed by IBPS.
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10. The rates finalized under the Contract shall remain firm and fixed during the entire
contract period and any extension thereof, unless otherwise agreed by IBPS in writing.

11. The Service Provider shall ensure that all invoices are raised in compliance with applicable
GST provisions and other statutory requirements. Payment of GST shall be made only upon
submission of valid tax invoices and confirmation of filing of statutory returns by the Service
Provider.

12. Submission of invoices on a monthly basis shall not be construed as acceptance of services
by IBPS. Acceptance of services shall remain subject to verification of deliverables, SLA
compliance, and certification by the designated officials of IBPS.

8.10 Activities and timelines for Completion

a. Listed below Table consist of the activities and timelines for Completion of Milestones.

S| Activity Timeline Outcome Project
No to Milesto
Achieve ne
Milestone
1 Project Initiation, Requirement T Finalization of Start of
Gathering & Kick-off Meeting requirements, scope, Milesto
implementation nel
approach, timelines
2 Approved Business
Functional Requirement Study & Requirement Document
. e T+ 1 Week .
System Design Finalization (BRD) and Solution
Architecture
A d portal i
3 Ul/UX Design and Portal Workflow pproved porta de5|g|_1, .
e T+ 2 Weeks screen workflows, navigation
Finalization
structure
4 Devel t, Testi
Infrastructure Provisioning & evg opmen, fes |r.1g,
. T+ 2 Weeks Staging and Production
Environment Setup . .
environments provisioned
A t f project pl C leti
> Completion of Detailed Project Plan ccep anc_e ° prOJ_ec plan ompletion
& Development Readiness T+ 2 Weeks and technical architecture by | of
P IBPS Milestone 1
6 Core Application Development
(Registration, Application Core modules developed and | Start of
. T+ 4 Weeks ) .
Management, Payment Integration, internally tested Milestone 2
Document Upload Modules)
7 Advanced Module Development
(Admin Perta‘I, Reporting, All functional modules
Communication System, T+ 5 Weeks completed
Al/Validation Modules, Security P
Configuration)
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8 . . Integrated platform ready for
System Integration, API Integration .
& Internal Testin T+ 6 Weeks User Acceptance Testing
g (UAT)
9 User Acceptance Testing (UAT), Bug UAT completed and all critical
: ) T+ 7 Weeks .
Fixes & Performance Testing issues resolved
10 Sec.urlty Testing (.VAPT),.Compllance T+8 Weeks Sec?urlt.y compliance
Validation & Audit Readiness validation completed
11 Prf)duc_tlon Deployment, Data. T+9 Weeks Production environment
Migration & Go-Live Preparation deployment completed
12 C leti
SOP Documentation, Administrator Operational documents ompietion
. . T+ 9 Weeks - of
Manuals & Operational Readiness finalized and approved .
Milestone 2
13 User Tr‘alnlng, Knowledge Transfer T + 10 Weeks Users t.ramed and portal St?l’t of
& Go-Live Support operational Milestone 3
14 Final Go-Live, Stabilization Support Successful production go-live Completion
. . T+ 10 Weeks ) . of
& Final Sign-Off and project completion .
Milestone 3

Payment shall only be made after satisfactory completion of issued Milestone / submission of
report / delivery of items & licenses and due certification to the effect by IBPS as mentioned in
payment terms.

Submission of Invoice.

8.11 Price:

a. The price should be quoted as per Annexure — “R”.
b. There shall be no increase in price for any reason whatsoever during the entire period
of contract.

8.12 Goods and Services Tax (GST):

a. System Integrator’s should ensure that they are registered under GST and furnish their
GSTIN number and GST Registration Certificate in their bids.

b. System Integrator’s undertakes that in case of non-compliance by the System
Integrators of the GST provisions which results in blockage/reversal of any input tax
credit to IBPS, System Integrator’s shall be liable to indemnify the IBPS any such loss of
input credit including interest, penalty and all incidental expenses incurred by IBPS. Such
indemnification may also be by way of invocation of any security deposit, deduction
from any payment that IBPS must make to the System Integrator, as per the discretion
of the IBPS.

It is clarified that IBPS will intimate the System Integrator’s before making any
recovery in this regard.
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8.13  Repeat Order:

a. IBPS has right to alter (increase or decrease) the number of quantities in the Bill of
Material mentioned in the RFP.

b. IBPS hasright to place repeat order to the System Integrator for any or all the equipment
and licenses mentioned in this RFP, at the unit rate quoted in the commercial format
during the period of one year from the date of acceptance of the solution.

8.14  Intellectual Property:

Intellectual Property Rights in all Standard software and all off-the-shelf software shall remain
vested in the owner of such rights.

8.15  Confidentiality:

The System Integrator shall treat the details of the proposal documents as secret and
confidential.

8.16 Indemnity:

The System Integrator shall indemnify, protect and save IBPS and hold IBPS harmless from
and against all claims, losses, costs, damages, expenses, action suits and other proceedings,
(including reasonable attorney fees), relating to or resulting directly or indirectly from

1. an act of omission or commission of the System Integrator, its employees, its agents, or
employees of its sub-contractors in the performance of the services provided by the
Purchase Order,

2. Breach of any of the terms of the Purchase Order or breach of any representation or
warranty or false statement or false representation or inaccurate statement or
assurance or covenant by the System Integrator,

3. Bonafide use of the deliverables and or services provided by the System Integrator,
Misappropriation of any third-party trade secrets or infringement of any patent,
trademarks, copyrights etc. or such other statutory infringements in respect of all
components provided to fulfil the scope of this project,

5. Employment claims made by the employees, sub-contractor, sub-contractor’s
employees, who are deployed by the System Integrator, under this Purchase Order.

6. Breach of confidentiality obligations of the System Integrator.

7. Gross negligence or gross misconduct solely attributable to the System Integrator or by
any agency, Contractor, subcontractor or any of their employees engaged by the System
Integrator for the purpose of any or all the obligations under this contract.

The System Integrator shall further indemnify IBPS against any loss or damage arising out of
loss of data, claims of infringement of third-party copyright, patents, or other intellectual
property, and third-party claims on IBPS for malfunctioning of the equipment or software or
deliverables at all points of time, provided however,
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i IBPS notifies the System Integrator in writing immediately on being aware of
such claim.

ii. The System Integrator has sole control of defence and all related settlement
negotiations.

iii. System Integrator shall be responsible for any loss of data, loss of life, etc. due to
wilful misconduct of System Integrator’s representatives, and not just arising out
of gross negligence or misconduct, etc., as Such liabilities pose significant risk.

iv. The System Integrator shall indemnify IBPS (including its employees, directors or
representatives) from and against claims, losses, and liabilities arising from:

1. Non-compliance of the System Integrator with Laws / Governmental Requirements.

Intellectual Property infringement or misappropriation.

3. Negligence and misconduct of the System Integrator, its employees, sub-contractor
and agents.

4. Breach of any terms of Agreement, Representation or Warranty.

Act of omission or commission in performance of service.

6. Loss of data.

N

hd

Indemnity would be limited to court awarded damages and shall exclude indirect,
consequential and incidental damages. However, indemnity would cover damages, loss or
liabilities, Compensation suffered by IBPS arising out of claims made by its customers and/or
regulatory authorities.

System Integrator shall indemnify, protect and save IBPS against all claims, losses, costs,
damages, expenses, action, suits and other proceedings, resulting from misappropriation of
any

third party trade secrets or infringement of any patent, trademarks, copyrights etc. or such
other statutory infringements under any laws including the Copyright Act, 1957 or
Information Technology Act 2000 in respect of all the hardware, software and network
equipment’s or other systems supplied by them to IBPS from whatsoever source, provided
IBPS notifies the System Integrator in writing as soon as practicable when IBPS becomes
aware of the claim however,

6)] The System Integrator has sole control of the defence and all related settlement
negotiations.

(i)  IBPS provides the System Integrator with the assistance, information and authority
reasonably necessary to perform the above and

(iii) IBPS does not make any statements or comments or representations about the claim
without the prior written consent of the System Integrator, except where IBPS is required
by any authority/ regulator to make a comment / statement/ representation. Indemnity
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would be limited to court or arbitration awarded damages and shall exclude indirect,
consequential and incidental damages and compensations. However, indemnity would
cover damages, loss or liabilities suffered by IBPS arising out of claims made by its
customers and/or regulatory authorities.

8.17  System Integrator’s Liability:

The selected System Integrator will be liable for all the deliverables.

The System Integrator’s aggregate liability in connection with obligations undertaken as part
of the Project regardless of the form or nature of the action giving rise to such liability
(whether in contract, tort or otherwise), shall be at actual and limited to the value of the
contract.

The System Integrator’s liability in case of claims against IBPS liability in case of claims against
IBPS resulting from gross misconduct or gross negligence of the System Integrator, its
employees, contractors, and subcontractors or from infringement of patents, trademarks,
copyrights or such other Intellectual Property Rights or breach of confidentiality obligations
shall be unlimited.

The parties hereby agree that due to negligence act of the System Integrator or non-
fulfilment of contract obligations, if IBPS suffers losses, damages the System Integrator would
be fully liable to the total value of the contract.

8.18  Force Majeure:

Notwithstanding the provisions of the RFP, the successful System Integrator or IBPS shall not
be liable for penalty or termination for default if and to the extent that it’s delay in
performance or other failure to perform its obligations under the contract is the result of an
event of Force Majeure. For purposes of this clause, “Force Majeure” means an event beyond
the control of the System Integrator and not involving IBPS or System Integrator’s fault or
negligence and not foreseeable. Such events may include, but not restricted to wars,
revolutions, epidemics, natural disasters etc.

If force majeure situation arises, the System Integrator shall promptly notify IBPS in writing
of such condition and cause thereof. Unless otherwise directed by IBPS in writing, the System
Integrator shall continue to perform its obligations under the contract as far as possible. If
the Event of Force Majeure shall continue for more than twenty 20 days either party shall be
entitled to terminate the Contract at any time thereafter without notice. Neither party shall
have any liability to the other in respect of the termination of this Contract because of an
Event of Force Majeure.

8.19  Resolution of Disputes:

In case of any dispute the decision of Director of IBPS shall be final. Dispute, if any, will be
settled in the Courts of Mumbai Jurisdiction only.
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8.20 Compliance with Applicable Laws of India:

The System Integrator shall undertake to observe, adhere to, abide by, comply with and
notify IBPS about all laws in force or as are or as made applicable in future, pertaining to or
applicable to them, their business, their employees or their obligations towards them and all
purposes of this Contract and shall indemnify, keep indemnified, hold harmless, defend and
protect IBPS /officers/staff/personnel/representatives/agents from any failure or omission
on its part to do so and against all claims or demands of liability and all consequences that
may occur or arise for any default or failure on its part to conform or comply with the above
and all other statutory obligations arising there from.

The System Integrator shall promptly and timely obtain all such consents, permissions,
approvals, licenses, etc., as may be necessary or required for any of the purposes of this
project or for the conduct of their own business under any applicable Law, Government
Regulation/Guidelines and shall keep the same valid and in force during the term of the
project, and in the event of any failure or omission to do so, shall indemnify, keep
indemnified, hold harmless, defend, protect and fully compensate IBPS and its
employees/officers/staff/personnel/ representatives/agents from and against all claims or
demands of liability and all consequences that may occur or arise for any default or failure on
its part to conform or comply with the above and all other statutory obligations arising there
from and IBPS will give notice of any such claim or demand of liability within reasonable time
to the System Integrator.

8.21 Legal Compliances:

The System Integrator confirms to IBPS that its personnel/ employees/staff are covered under
the provision of various Acts enacted for the protection and benefits of workmen /employees
/staff or otherwise such as Employees State Insurance Act and Employees Provident Fund
Miscellaneous Provision Act etc. and such other Acts like Profession Tax Act etc. as applicable
and that System Integrator is duly registered under the provisions of the said Acts and is
complying with the provisions of the Acts.

The System Integrator shall allow IBPS as well as regulatory authorities to verify books in so
far as they relate to compliance with the provisions of these Acts and shall provide on demand
by IBPS & regulatory authorities such documentary proof as may be necessary to confirm
compliance in this regard. IBPS shall not be responsible in any event to the employees of
System Integrator for any of their outstanding claims or liability in that regard. IBPS shall not
be responsible for any claim or demand made by such personnel for their dues outstanding
against System Integrator.

8.22  Compliance of Labour and Other Law:

The System Integrator shall comply with all the statutory requirements as are applicable from

time to time and shall be solely responsible for fulfilment of all legal obligations under various

statutes including Contract Labour (Regulation and Abolition) Act 1970, Minimum Wages Act,

n Employees Compensation Act, Employees Provident Fund & Miscellaneous Provisions Act,
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Shop and Establishment Act etc. System Integrator shall keep IBPS indemnified against any
dues/compensation or any other liability of any nature whatsoever due to non-fulfilment of
any of the statutory provision under any statute/byelaws/ notification etc. including industrial
laws. IBPS shall have full right to recover any claim and liability incurred towards payment of
any dues, compensation or cost from System Integrator and deducts it from its outstanding
subsequent bills.

8.23  Replacement of Resource(s):

IBPS shall consider at its sole judgment that the Resource(s) provided by System Integrator as
unsuitable for the job for whatsoever reason, IBPS shall have the option either (1) to
terminate the Purchase Order in part or as a whole or (2) to request System Integrator for
prompt replacement within 15 days at its cost.

In case any key resource wants to leave from service then System Integrator shall take proper
handover from the candidate before leaving the job so that IBPS operations shall not be
affected.

8.24 Intellectual Property Rights:

All rights, title and interest of IBPS in and to the trade names, trademark, service marks, logos,
products, copy rights and other intellectual property rights shall remain the exclusive
property of IBPS and System Integrator shall not be entitled to use the same without the
express prior written consent of IBPS. Nothing in contract including any discoveries,
improvements or inventions made upon with/using the System Integrator or its respectively
employed resources pursuant to contract shall neither vest nor shall be construed so that to
vest any proprietary rights to the System Integrator. Notwithstanding, anything contained in
Contract, this clause shall survive indefinitely, even after termination of this Purchase Order.

8.25 Statutory Compliance:

System Integrator shall comply and ensure strict compliance by his employees and agents of
all applicable Central, State, Municipal and Local laws and Regulations and undertake to
indemnify IBPS from and against all levies, damages, penalties and payments whatsoever as
may be imposed by reason of any breach or violation of any law, rule, including but not limited
to the claims against IBPS under Workmen Compensation Act, 1923, The Employees
Provident Fund Act, 1952, The Purchase Order Labour (Abolition and Regulation) Act 1970,
Factories Act, 1948, Minimum Wages Act and Regulations, etc. Shop and Establishment Act
and any Labour Laws which would be amended/modified or any new act if it comes in force
whatsoever, and all actions claim, and demand arising therefrom and/or related thereto.

System Integrator shall ensure to keep and maintain all the statutory registers, records as
required under provisions of contract of Labour(R&A) Act,1970, Minimum Wages Act and the
rules made thereunder, Employees Provident Fund Act, 1952 and keep the same available for
inspection by IBPS and Government Authorities.
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8.26 No Damage of IBPS Property:

System Integrator shall ensure that there is no loss or damage to the property of IBPS while
executing the Contract. In case, it is found that there is any such loss/damage due to direct
negligence/non- performance of duty by any personnel, the amount of loss/damage so fixed
by IBPS shall be recovered from System Integrator.

8.27  Governing Law:

The Contract shall be governed by and interpreted in accordance with the laws of the Union
of India the jurisdiction and venue of any action with respect to the subject- matter of this
Contract shall be the Courts of Mumbai in India and each of the parties hereto submits itself
to the exclusive jurisdiction and venue of such courts for the purpose of any such action.

8.28  Fraudulent and Corrupt Practice:

“Fraudulent Practice” means a misrepresentation of facts to influence a procurement process
or the execution of the project and includes collusive practice among System Integrator’s
(prior to or after Bid submission) designed to establish Bid prices at artificial non-competitive
levels and to deprive the IBPS of the benefits of free and open competition.

" Corrupt Practice” means the offering, giving, receiving or soliciting of anything of value,
pressurizing to influence the action of a public official in the process of project execution. IBPS
will reject a proposal for award if it determines that the System Integrator recommended for
award has engaged in corrupt or fraudulent practices in competing for, or in executing, the
project.

8.29 Order Cancellation:

IBPS reserves its right to cancel the order in the event of one or more of the following
situations, that are not occasioned due to reasons solely and directly attributable to IBPS
alone.

i.  Delay in customization / implementation / installation beyond the specified period as
set out in the Purchase Order before acceptance of the product; or,

ii.  Serious discrepancy in the quality of service / hardware / functionality of software
expected during the implementation, rollout and subsequent maintenance process.

ili. If a System Integrator makes any statement or encloses any form which turns out to
be false, incorrect and/or misleading or information submitted by the System
Integrator turns out to be incorrect and/or conceals or suppresses material
information.

iv.  In case of order cancellation, any payments made by IBPS to the System Integrator for
the product would necessarily have to be returned to IBPS with interest @ 15% per
annum from the date of each such payment. Further the System Integrator would also
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be required to compensate IBPS for any direct loss incurred by IBPS due to the
cancellation of the Purchase Order and any additional expenditure to be incurred by
IBPS to appoint any other System Integrator. This is after repaying the original amount
paid. The System Integrator should treat the details of the documents as secret and
confidential. Responses submitted by the System Integrator to this RFP represent a
firm offer to contract on the terms and conditions described in the RFP document.
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Section 9 —

Technical & Functional
Requirements
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Section 9 — Technical & Functional Requirements

The selected System Integrator (SI) shall design, develop, implement, integrate, test, deploy,
operate, maintain, and support a comprehensive End-to-End Online Recruitment Management
Portal for IBPS. The proposed solution shall be configurable, scalable, secure, highly available, Al-
enabled, and capable of handling large-scale recruitment projects with high concurrent users. The
scope shall include, but not be limited to, the following functional and technical requirements.

9.1 Candidate Registration & Application Management: - The S| shall develop a
comprehensive Online Registration System capable of managing multiple recruitment projects
simultaneously. The solution shall include:

e Dynamic Recruitment Notification Management
¢ Online Candidate Registration

e Candidate Login Dashboard

e Profile Management

e Save & Resume Facility

e Application Preview

e Final Submission

e Application PDF Generation

e Application Re-print

e Application Modification Window (if permitted)
e FAQ Module

e Help Centre

e "How to Apply" Module

e Candidate Self-Service Portal

e Mobile Responsive Interface

e Multilingual User Interface

9.2 Candidate Authentication & Document Management: - The solution shall provide secure
candidate verification mechanisms including:

e OTP-based Registration

e Multi-Factor Authentication (MFA)

e Aadhaar/e-KYC Integration (where permitted)
o Digilocker Integration

o Face Image Validation

e Al-based Photograph Verification

o Signature Validation

e Live Image Quality Checks

e OCR-based Document Verification

e Intelligent Document Processing (IDP)

e Duplicate Candidate Detection

e Al-assisted Document Validation

e Secure Document Repository

e Supported document formats shall include PDF, JPG, JPEG, PNG, DOC and DOCX.
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9.3 Online Fee Collection & Financial Management

e The Sl shall provide seamless integration with Payment Gateway(s) through secure APIs.
e The solution shall support:

e Multiple Payment Modes

e UPI

e Net Banking

e Credit/Debit Cards

o Wallets

e Payment Reconciliation

e GST Invoice Generation

e e-Receipt Generation

e Refund Processing (if applicable)
e Payment MIS

e Financial Reports

9.4 Recruitment Workflow Management: - The solution shall provide configurable workflow-
based automation for the complete recruitment lifecycle including:

¢ Vacancy Management

o Eligibility Validation

e Reservation Management

e Scrutiny Workflow

e Application Approval/Rejection
e Examination Management

e Interview Management

e Document Verification

e Final Selection

e Waiting List

e Joining Status

e Workflow shall be configurable without source code modification.

9.5 Examination Management: - The solution shall support complete examination management
including:

e Admit Card Generation at various stages
e Document Verification

e Barcode & QR Code Generation

¢ Roll Number Generation

e Centre Allocation

e Batch Management

e Al-based Face Verification (if required)
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9.6 Communication Management: -The portal shall provide communication engine supporting

e Email

e SMS

e WhatsApp (optional)

e Push Notifications

e Bulk Communication

e Event-based Alerts

¢ Reminder Notifications

9.7 Al Enabled Features: -Complete communication logs shall be maintained.

o Al-enabled Features: -The proposed solution shall leverage Artificial Intelligence technologies
including:

e Generative Al

e Large Language Models (LLMs)

¢ Machine Learning

¢ Natural Language Processing (NLP)

e Optical Character Recognition (OCR)

¢ Intelligent Document Processing (IDP)

The Al engine shall support the followings.

e Multilingual Translation

¢ Intelligent Search

e Duplicate Candidate Detection
e Al-based Image Validation

e Candidate Behaviour Analytics
e Smart Data Validation

¢ Intelligent Helpdesk Chabot

e Predictive Analytics

¢ Al-based Reporting

9.8 Result Display: - The solution shall support.

Result Data Integration

» Secure receipt/import of examination scores from online examination systems, interview
systems and other authorized sources defined by IBPS.

» API-based integration with examination, interview, document verification and candidate
databases.

e Support for bulk data upload through secure and validated formats.

o Automated validation of received data before processing.

Result Publication

e Secure publication of results on the recruitment portal.
o Candidate-wise marks, scores, status and qualification details.
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Candidate login-based result viewing.

Candidate-wise scorecard/result display.

Download/print facility.

CAPTCHA/OTP or other appropriate authentication controls.
Controlled publication date and time.

Result Data Security

Encryption of result data at rest and in transit.
Role-Based Access Control (RBAC).

MFA for privileged users.

Restricted access to highly confidential result data.

Audit Trail and Logs

Complete logs of data upload, processing, modification, approval and publication.
User ID, timestamp, IP address and activity details.
Logs of result downloads and administrative activities.

Advanced dashboards shall provide

Recruitment Status
Registration Analytics
Financial Analytics
Examination Analytics
Candidate Analytics
Executive MIS

9.9 Administration Module

The Administrator Module shall provide Role-Based Access Control (RBAC) with configurable
permissions. The module shall support:

e User Management

¢ Organization Management
e Recruitment Configuration
e Audit Logs

o Workflow Configuration

e Master Data Management
¢ Notification Management

¢ Dashboard Management

e APl Monitoring

e Health Monitoring

9.10 Reporting & MIS: - The solution shall provide configurable reports including:

e Registration Reports
e Category Reports
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e Centre-wise Reports
¢ Payment Reports

e GST Reports

e Candidate Reports

e Recruitment Reports
e Audit Reports

e Dashboard Reports

Reports shall be exportable in

+ PDF
e Excel
e C(CSV
o TXT

9.11 Technical Requirements: - The proposed solution shall:

e Support minimum 20,000 concurrent users (configurable based on project requirements).

e Achieve an average application response time of less than two (2) seconds under normal
operating conditions.

e Full stack development with Angular / NodeJS with MySQL database

e Support Microservices Architecture with RESTful APIs.

e Support Docker and Kubernetes deployment.

e Be platform-independent and browser-independent.

e Be compatible with desktops, laptops, tablets, and mobile devices.

e Support High Availability (HA) and Disaster Recovery (DR).

e Provide centralized monitoring and logging.

e Maintain uptime of 99.9% or higher.

e Support horizontal and vertical scalability.

9.12 Cyber Security & Compliance: - The solution shall comply with:

o Digital Personal Data Protection (DPDP) Act
e CERT-In Guidelines

e OWASP Top 10

e ISO/IEC 27001

e GIGW Guidelines

e WCAG Accessibility Standards

e SSL/TLS1.3

e Multi-Factor Authentication

e Role-Based Access Control

e Encryption at Rest and in Transit

¢ Vulnerability Assessment & Penetration Testing (VAPT)
e Audit Trails

e Security Logging
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e Source Code Security Review

9.13 Operations, Maintenance & Support: - The Sl shall provide:

e 24x7x365 Support

e Incident Management

e Change Management

e Problem Management

e Release Management

e Version Upgrades

e Security Patches

e Performance Tuning

¢ Preventive Maintenance which includes Corrective, Adaptive and Perfective

9.14 Documentation & Knowledge Transfer: -The Sl shall provide:

o Software Requirement Specification (SRS)
e Functional Requirement Specification (FRS)
e Technical Requirement Specification (TRS)
e System Design Document

e APl Documentation

e Database Design

e SOPs

e Run Books

e User Manuals

e Administrator Manuals

e Source Code Documentation

e Knowledge Transfer Sessions

e Training for Technical and Functional Users

9.15 Data Archival and Retrieval Module: -

The Data Archival and Retrieval Module shall provide a secure, scalable, centralized and auditable
mechanism for archival, preservation and retrieval of recruitment-related data and documents for
the complete approved retention period.

The solution shall support configurable retention policies, automated archival, advanced search
and retrieval, RBAC/MFA, encryption, data-integrity controls, audit trails, version/history
management, controlled data export, legal/administrative hold, secure disposal after expiry of
retention period, backup and DR, and integration with other recruitment modules. The archived
data shall retain its original structure, metadata, relationships and integrity, and shall be
retrievable using the Archival Application mechanism only by duly authorized users.

All access, viewing, downloading, modification, archival and disposal activities shall be logged and
retained for audit purposes. The solution shall ensure that archival activities do not adversely
affect the performance or availability of the live recruitment portal.
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Section 10 — Annexures
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Section 10 — Annexures

The table below lists out all the Annexures to be included in the Envelopes (“A”, “B” & “C”)

Envelope Details Annexure Details Count of
Annexures
Envelope “A” Annexure-A,B,C,D,E,F,G,H,I,]&W 11
Envelope “B” Annexure - K, L,O,P,Q,T,UV,X& U 10
Envelope “C” Annexure - M & R 2
The table below lists out all the Annexure covered in this document:

Envelope Annexure Annexure Name Reference
Envelope “A” Annexure “A” System Integrator's Letter for EMD/Bid Security Page no 80
Envelope “A” Annexure “B” E;(;Itg:f:;;g)rms (without Price) (System Integrator’s Page no 81
Envelope “A” Annexure “C” Manufacturer’s Authorization Form Page no 83
Envelope “A” Annexure “D” System Integrator’s Information Page no 84
Envelope “A” Annexure- “E” :?qi;;r::::n regarding Clean Track by System Page no 85
Envelope “A” Annexure “F” EEEE;:;:): for Acceptance of RFP Terms and Page no 86
Envelope “A” Annexure “G” Declaration for Acceptance of Scope of Work Page no 87
Envelope “A” Annexure “H” Acceptance Certificate Page no 88
Envelope “A” Annexure “I” Power of Attorney Page no 89
Envelope “A” Annexure “” mitif;iz Eligibility Criteria and its related Page no 90
Envelope “B” Annexure “K” Proposed solution document Page no 92
Envelope “B” Annexure “L” Bid form (Technical Bid) Page no 93
Envelope “C” Annexure “M” Commercial Bid Form Page no 95

Annexure “N” PBG on Notice of Award Page no 97
Envelope “B” Annexure “0” Undertaking of Authenticity Page no 99
Envelope “B” Annexure “P” Certificate Of Local Content Page no 100
Envelope “B” Annexure “Q” Non-Disclosure Agreement Page no 101
Envelope “C” Annexure “R” Commercial Bid Format (Line-item wise prices) Page no 102
Envelope “B” Annexure “S” Technical Score Matrix Page no 108
Envelope “B” Annexure “T” Declaration of Ownership of Data Centre Page no 106
Envelope “B” Annexure “U” Undertaking being Responsible for Project Page no 107
Envelope “B” Annexure “V” Technical Evaluation Matrix Page no 108
Envelope “A” Annexure “W” Mandatory Eligibility Criteria Matrix Page no 109
Envelope “B” Annexure “X” Compliance to Technical and Functional Page no 111
Envelope “B” Annexure “Y” Specification to Data Center Setup Page no 115
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Annexure A - System Integrator’s Letter for EMD / Bid Security

(Documents form to be put in Envelope “A”)

wuit

Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

Date:
To

IBPS

Subject: RFP No. IBPS/RFP/2026-27/TSS-007 Dated August, 17 2026. for “Selection of System Integrator for
Development of online Applications Portal for Candidates Registration with Grievance Redressal System and
Hosting of IBPS Website”

We have enclosed an EMD in the form of aDemand Draft No. ____issued by the branch of the
Bank, for the sum of Rs.3,00,000/- (Rupees Three Lakh only). This EMD is as required by clauses 5.6 of the
Instructions to System Integrators of the above referred RFP.

Thanking you,

Yours faithfully,

(Signature of the System Integrator)
Printed Name:

Designation:

Seal:

Date:

Business Address:
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Annexure B - Bid Offer Forms (without Price) (System Integrator’s) Letter Head)

(Documents form to be put in Envelope “A”)

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

OFFER LETTER

Date:
To

IBPS
Dear Sir,
We have examined the above referred RFP document. As per the terms and conditions specified in the

RFP document, and in accordance with the schedule of prices indicated in the commercial bid and made
part of this offer.

We acknowledge having received the following addenda / corrigenda to the RFP document.

SN | Addendum No. / Corrigendum No. Dated

While submitting this bid, we certify that:
1. Prices have been quoted in INR.

2. The prices in the bid have not been disclosed and will not be disclosed to any other System Integrator
of this RFP.

3. We have not induced nor attempted to induce any other System Integrator to submit or not submit a
bid for restricting competition.

4. We agree that the rates / quotes, terms and conditions furnished in this RFP are for IBPS And its
Associates.

If our offer is accepted, we undertake to start the assignment under the scope immediately after receipt of
your order. We have taken note of Penalty clauses in the RFP and agree to abide by the same. We also note
that IBPS reserves the right to cancel the order and order cancellation clause as per terms and conditions
would be applicable. We understand that for delays not attributable to us or on account of uncontrollable
circumstances, penalties will not be levied and that the decision of IBPS will be final and binding on us.
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We agree to abide by this offer till 180 days from the last date stipulated by IBPS for submission of bid, and
our offer shall remain binding upon us and may be accepted by IBPS any time before the expiry of that

period.

Until a formal contract is prepared and executed with the selected System Integrator, this offer will be
binding on us. We also certify that the information/data/particulars furnished in our bid are factually
correct. We also accept that in the event of any information / data / particulars are found to be incorrect,

IBPS will have the right to disqualify /blacklist us and forfeit bid security.

We undertake to comply with the terms and conditions of the bid document. We understand that IBPS may

reject any or all the offers without assigning any reason whatsoever.

As security for the due performance and observance of the undertaking and obligation of the bid. We

submit herewith Demand Draft bearing no. Dated

Drawn in Favour of “Institute of Banking Personnel Selection” valid for days for an amount of

Rs.5,00,000 (Rs. Five Lakh Only) payable at Mumbai.

Yours sincerely,

Authorized Signature [In full and initials]:
Name and Title of Signatory:

Name of Company/Firm:

Address
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Annexure C - Manufacturer’s Authorization Form

(Documents form to be put in Envelope “A”)

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

[The System Integrator shall require the Manufacturer to fill in this Form in accordance with the instructions
indicated. This letter of authorization should be on the letterhead of the Manufacturer and should be signed
by a person with the proper authority to sign documents that are binding on the Manufacturer. The System
Integrator shall include it in its bid]

Date:
To:
WHEREAS
We , who are official
manufacturers/OEM service providers of having factories at
do hereby authorize
to submit a bid the purpose of which is to provide
the following Goods, manufactured by us , and to subsequently negotiate and

sign the Contract. We hereby extend our full guarantee and warranty, with respect to the Goods

offered by the above firm.

Signed by the Manufacturer/OEM Service provider:

Name:

Title

Dated on day of 2026.
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Annexure D - System Integrator’s Information
(Documents form to be put in Envelope “A”)

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

Details of the System Integrator
1 Name of the System Integrator / (Prime)
2 Address of the System Integrator
3 Constitution of the Company (Public Ltd/ Pt. Ltd)
. . . . Date:
4 Details of Incorporation / Registration of the Company.
Relevant Certificate to be submitted
Ref#
Date:
5 Details of Commencement of Business, if Applicable
Ref#
6 Valid GST registration no.
7 Permanent Account Number (PAN)
8 Name & Designation of the contact person to whom all
references shall be made regarding this tender
9 Telephone No. (with STD Code)
10 E-Mail of the contact person:
11 Fax No. (with STD Code)
12 Website
Financial Details (as per audited Balance Sheets) (in Cr)
13 Year 2023-24 2024-25 2025-26
14 Net worth
15 Turn Over
16 Profit After Tax (PAT)
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Annexure E - Declaration regarding Clean Track by System Integrator

(Documents form to be put in Envelope “A”)

“Selection of System Integrator for Development of online Applications Portal for Candidates

To
IBPS
Sir,

(On Company/firm’s Letterhead)

Registration with Grievance Redressal System and Hosting of IBPS Website”

Date:

Re: RFP No. IBPS/RFP/2026-27/TSS-007 dated August 17, 2026, for “Selection of the System Integrator for end-

to-end setup of Disaster Recovery Solution on the cloud with Support Services.”

| have carefully gone through the Terms and Conditions contained in the above referred RFP. | Hereby declare
that my company / firm is not currently debarred / blacklisted by any Government / Semi Government
organizations / Institutions in India or abroad. | further certify that | am competent officer in my company/firm
to make this declaration.

Sr No

Country in which the company
is debarred /blacklisted/case
is pending

Blacklisted / debarred by
Government / Semi
Government
organizations
/Institutions

Reason

Since when and for
how long

| declare the following

(NOTE: In case the company/firm was blacklisted previously, please provide the details regarding Period for

which the company/firm was blacklisted and the reason/s for the same)

Yours faithfully,

(Signature of the System Integrator)

Printed Name

Designation

Seal

Date:

Page 92 of 126




“Development of online Applications Portal for Candidates Registration with Grievance Redressal System and
Hosting of IBPS Website”.

Business Address:

Annexure F - Declaration for Acceptance of RFP Terms and Conditions

(Documents form to be put in Envelope “A”)

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

Date:

To,
IBPS

Sir,

| have carefully gone through the Terms & Conditions contained in the RFP document for Selection of System
Integrator (Sl) for Tender Reference No: - IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026._for “Selection
of System Integrator for Development of online Applications Portal for Candidates Registration with
Grievance Redressal System and Hosting of IBPS Website”. | declare that all the provisions of this RFP / Tender

Document are acceptable to my company. | further certify that | am an authorized signatory of my company and
am, therefore, competent to make this declaration.

Yours faithfully,

(Signature of the System Integrator)
Printed Name:

Designation:

Seal:

Date:

Business Address:
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Annexure G - Declaration for Acceptance of Scope of Work

(Documents form to be put in Envelope “A”)

Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

Date:
To,

IBPS.

Sir,

| have carefully gone through the Scope of Work contained in the RFP document for Selection of system integrator
for RFP No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026, for “Selection of System Integrator for Development
of online Applications Portal for Candidates Registration with Grievance Redressal System and Hosting of IBPS
Website.”

| declare that all the provisions of this RFP / Tender Document are acceptable to my company. | further certify that | am
an authorized signatory of my company and am, therefore, competent to make this declaration.

Yours faithfully,

(Signature of the System Integrator)
Printed Name

Designation

Seal:

Date:

Business Address:
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Annexure H — Acceptance Certificate

(Documents form to be put in Envelope “A”)

Tender Reference No IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

ACCEPTANCE CERTIFICATE

ettt et et r e b et b sbeebeebesnen e et aenbeatn (Designation) ......ccceeeeiecieveceeceeecerienens of (Name of the Company)
........................................................................................................... hereby accept the Terms & Conditions as
mentioned in the Tender document.

RFP No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026, for “Selection of System Integrator for development
of online Applications Portal for Candidates Registration with Grievance Redressal System and Hosting of IBPS
Website” of IBPS website.

Signature:
Name:
Designation:
Date:

Company Seal
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Annexure | — Power of Attorney

(Documents form to be put in Envelope “A”)

Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

Format Power of Attorney
(On Stamp paper of relevant value)

Know all men by the present, we (name of the company and
address of the registered office) do hereby appoint and authorize (full

name and residential address) who is presently employed with us holding the position of

as our attorney, to do in our name and on our behalf, deed and
things necessary in connection with or incidental to our proposal for RFP No. IBPS/RFP/2026-27/TSS-007 Dated August
17, 2026, for “Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website” in response to the RFP by IBPS, including
signing and submission of all the documents and providing information/responses to IBPS in all the matter in connection

with our bid. We hereby agree to ratify all deeds and things lawfully done by our said attorney pursuant to this Power
of Attorney and that all deeds and things done by our aforesaid attorney shall always be deemed to have been done by
us.

Dated on day of 2026.

For

(Signature)

(Name Designation and Address)

Accepted
Signature
(Name Designation)

Date:

Business Address:
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Annexure J- Mandatory Eligibility Criteria.
(Documents form to be put in Envelope “A”)

Tender Reference No IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

SI No

Basic
Requirement

Eligibility Criteria

Document to be
Submitted

Legal Entity

The Bidder should be a Legal Entity
registered under the Companies Act, 2013
or the Companies Act, 1956 or LLP and
should be in business for last 10 years as
of March 2026.

Copy of Certificate of
Incorporation
/Registration/Partnership
deed

Financial Criteria

The Bidder should be a profit-making/
positive net worth company and have a
minimum average annual turnover of at
least 200 Cr in last three audited financial
years from Indian Operations only for
FY23-24, FY-24-25 & FY25-26.

Bidder should submit the
Copies of Certified
Audited Balance sheet /
Profit & Loss statement.

Experience

The Bidder should have minimum five
years of experience in working with
Central Govt. / State Govt. / PSUs / BFSI /
Government Autonomous bodies.

Copy of relevant
certificate / WO / PO

Compliance

The Bidder is compliant with DPDP act
2023/ IT Act 2000 (including 43A) and
amendments.

Letter from authorized

signatory on the letter
head of Bidder mentioning

the compliance.

Blacklisting

The Bidder should not be debarred/
blacklisted / banned by any Government /
PSU in India as on the date of submission
of the Bid.

Letter the
Authorized representative
of the Bidder

signed by

Data Centre

The Data Centre should be a Tier Il data
center and both should be on Private
Cloud. Software, DC & DR should be
owned & Managed by SP

This must be supported
by documentary proof
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Certification;

1. The solution to be compliant with: -

a. 1SO 27001
b. 1S027017
6 Required c. 1SO 27018 A valid copy of the
Certification d. 1SO 2000-1 certificate
e. 1SO 9001
2.SOC1 and SOC 2 Typel, Type 2 certified
3 Compliant with CERT-In Guidelines, IT Act
2000/2008 and DPDP Act 2023.
The Bidder should have successfully
implemented/commissioned at least three | " of Work
; implemented/commissioned at least three
Experience P _ _ o orders/Client
7 (03) projects of online Application/ .
(Bidder) . Certificate/Agreement
Recruitment portal value of at least 50 Lacs. ‘ sp
rom
Each in last 3 years.
The Bidder must have the strength of at
least 50 IT Professionals (Al Programmer/ | Certificate from HR on the
networking / system administration / cloud | letterhead of the Bidder
services professional’s / cloud security | certifying the availability
Manpower . .
8 experts) on their payroll as on the date of | of the resources on their
Strength

submission of this bid. At least 10 of these
professionals must have experience (of
minimum 2 vyears) in deployment and
Management of required Services.

payroll as on the date of
submission of the bid as
per the requirement.

9 | Tax Payment

The Bidder
Registration in India and PAN

must have a wvalid GST

A valid
certificate

copy of the

Consortium
Bidder

10

The Bidder should be the prime Bidder and
no consortium is allowed.

Copy of Certificate of
Incorporation
/Registration/Partnership
deed

Note 1: System Integrator should not provide financial details & other corresponding details of the group
company/franchisee/sister company but of only that bidding entity which is participating in the Bid.

Note 2: Each Parameter/Criteria which is utilized for technical assessment must be supported by relevant

documentary proof, attached as separate annexure for the required period only with proper label and numbering
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Annexure K — Proposed Solution Document

(Documents form to be put in Envelope “B”)

Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates Registration
with Grievance Redressal System and Hosting of IBPS Website”

(The above Annexure needs to be filled by System Integrator (SI))

(Documents form to be put in Envelope “B”)
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Annexure L - Bid Form (Technical Bid)

(Documents form to be put in Envelope “B”)

Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

[On Company’s letter head]
(To be included in Technical Bid)

Date:

To: IBPS
Address of tendering office

Ref: RFP No. IBPS/RFP/2026-27/TSS-007 dated August,17 2026

Dear Sir,
We have examined the above RFP, the receipt of which is hereby duly acknowledged and subsequent pre-bid
clarifications/ modifications / revisions, if any, furnished by the Institution and we offer to supply, Install, test,
commission and support the desired Products detailed in this RFP. We shall abide by the terms and conditions
spelt out in the RFP. We shall participate in and submit the commercial Bid through online auction to be
conducted by the Institution’s authorized service provider, on the date advised to us.

While submitting this Bid, we certify that:

e The undersigned is authorized to sign on behalf of the System Integrator and the necessary support
document delegating to this authority is enclosed with this letter.

e We declare that we are not in contravention of the conflict-of-interest obligation mentioned in this RFP.

e Indicative prices submitted by us have been arrived at without agreement with any other System Integrator
of this RFP for the purpose of restricting competition.

e The indicative prices submitted by us have not been disclosed and will not be disclosed to any other System
Integrator responding to this RFP.

e We have not induced or attempted to induce any other System Integrator to submit or not to submit a Bid
for restricting competition.

e We have quoted for all the Products/Services mentioned in this RFP in our indicative price Bid.
e The rate quoted in the indicative price Bids are as per the RFP and subsequent pre-Bid clarifications /
modifications/ revisions furnished by the Institution, without any exception.

I We undertake that, in competing for (and, if the award is made to us, in executing) the above contract, we
will strictly observe the laws against fraud and corruption in force in India namely “Prevention of Corruption
Act 1988"”. RFP for procurement, installation, commissioning, and maintenance of Storage Solution IT Cloud
Solutions
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We undertake that we will not offer, directly or through intermediaries, any bribe, gift, consideration, reward,
Favor, any material or immaterial benefit or other advantage, commission, fees, brokerage or inducement to
any official of the Institution, connected directly or indirectly with the bidding process, or to any person,
organization or third party related to the contract in exchange for any advantage in the bidding, evaluation,
contracting and implementation of the contract.

We undertake that we will not resort to canvassing with any official of the Institution, connected directly or
indirectly with the bidding process to derive any undue advantage. We also understand that any violation in
this regard will result in the disqualification of System Integrator from further bidding process.

It is further certified that the contents of our Bid are factually correct. We have not sought any deviation to
the terms and conditions of the RFP. We also accept that in the event of any information / data / particulars
proving to be incorrect, the Institution will have the right to disqualify us from the RFP without prejudice to
any other rights available to the Institution.

We certify that while submitting our Bid document, we have not made any changes in the contents of the
RFP document, read with its amendments/clarifications provided by the Institution.

On acceptance of our technical bid, we undertake to participate in Reverse auction by way of login in to
Reverse auction tool. In case of declaration as successful System Integrator (SI) on completion of Reverse
auction process, we undertake to complete the formalities as specified in this RFP.

The commercial bidding process will be through the reverse auction process to be conducted by the
Institution, or a company authorized by the Institution. We understand that our authorized representative
who would participate in the reverse auction process would be possessing a valid digital certificate for the
purpose.

Till execution of a formal contract, the RFP, along with the Institution ‘s notification of award by way of
issuance of purchase order and our acceptance thereof, would be binding contractual obligation on the
Institution and us.

RFP for procurement, installation, commissioning, and maintenance of Storage Solution IT Cloud Solutions

We understand that you are not bound to accept the lowest or any Bid you may receive, and you may reject
all or any Bid without assigning any reason or giving any explanation whatsoever.

We hereby certify that our name does not appear in any “Caution” list of RBI / IBA or any other regulatory
body for outsourcing activity.

We hereby certify that on the date of submission of Bid for this RFP, we do not have any past/ present litigation
which adversely affect our participation in this RFP or we are not under any debarment/blacklist period for
breach of contract/fraud/corrupt practices by any Scheduled Commercial Institution / Public Sector
Undertaking/ State or Central Government or their agencies/departments.
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We hereby certify that we (participating in RFP as OEM)/ our OEM have a support centre and level 3 escalation
(highest) located in India.

We hereby certify that on the date of submission of Bid, we do not have any Service Level Agreement pending
to be signed with the Institution for more than 6 months from the date of issue of purchase order.

We hereby certify that we have read the clauses contained in O.M. No. XYZ, dated XYZ order (Public
Procurement No. 1), order (Public Procurement No. 2) dated XYZ and order (Public Procurement No. 3) dated
XYZ along with subsequent Orders and its amendment thereto regarding restrictions on procurement from a
System Integrator of a country which shares a land border with India. We further certify that we and our OEM
are not from such a country or if from a country, have been registered with competent authority (where
applicable evidence of valid certificate to be attached). We certify that we and our OEM fulfil all the
requirements in this regard and are eligible to participate in this RFP.

If our Bid is accepted, we undertake to enter and execute at our cost, when called upon by the Institution to
do so, a contract in the prescribed form and we shall be solely responsible for the due performance of the
contract.

We, further, hereby undertake and agree to abide by all the terms and conditions stipulated by the Institution
in the RFP document.

Dated on day of 2026.

Yours faithfully,

(Signature of the System Integrator)
Printed Name:

Designation:

Seal:

Date:

Business Address:
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Annexure M - Commercial Bid Form
(Documents form to be put in Envelope “C”)

Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August,17 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

(To be included in Commercial Bid Envelope) s

To: Date:

IBPS
Dear Sir,

Subject: RFP No. IBPS/RFP/2026-27/TSS-007 dated August 17, 2026, for “Selection of System
Integrator for Development of online Applications Portal for Candidates Registration with Grievance
Redressal System and Hosting of IBPS Website”

Having examined the Bidding Documents placed along with RFP, we, the undersigned, offer to provide
the required infrastructure in conformity with the said Bidding documents for the sum of
RS.coieeiriennn (Rupees excluding taxes) or such other sums as may be ascertained in accordance with the
Schedule of Prices attached herewith and made part of this Bid.

We undertake, if our Bid is accepted, to provide for the above purpose within the stipulated time

schedule.

We agree to abide by the Bid and the rates quoted therein for the orders awarded by IBPS up to the
period prescribed in the Bid which shall remain binding upon us. Until a formal contract is prepared and
executed, this Bid, together with your written acceptance thereof and your notification of award, shall

constitute a binding Contract between us.

We undertake that, in competing for (and, if the award is made to us, in executing) the above contract,
we will strictly observe the laws against fraud and corruption in force in India.

We have complied with all the terms and conditions of the RFP. We understand that you are not bound

to accept the lowest or any Bid you may receive.

Dated on day of 2026.

(Signature)
(Name)

(In the capacity of) Duly authorized to sign Bid for and on behalf of
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Annexure N — (Performance Bank Guarantee)

Tender Reference No. IBPS/RFP/2026-26/TSS-007 Dated August, 17 2026.

“Selection of System Integrator for Development of online Applications Portal for
Candidates Registration with Grievance Redressal System and Hosting of IBPS Website”

(To be completed by the successful System Integrator)

PROFORMA OF BANK GUARANTEE FOR PERFORMANCE

(To be submitted on Stamp Paper of the appropriate value to be purchased in name of the issuing bank)

Date:
Beneficiary: Institute of Banking Personnel Selection, Mumbai
Performance Bank Guarantee No:
We have been informed that-------------------- (hereinafter called “the Supplier”) has received the purchase
order no. “-------mmmmemeeee- " dated --------------- issued by Institute of Banking Personnel Selection (IBPS) for

(hereinafter called “the Purchase Order”).

Furthermore, we understand that, according to the conditions of the Purchase order, a Performance
Bank Guarantee is required.

At the request of the Supplier, We ------------------- (name of the Bank), the issuing Bank to furnish the
details of its incorporation, and having its registered office at
and, for the purposes of this Guarantee and where claims are payable, acting
through its ---- branch presently situated at (hereinafter referred
to as "Bank" which term shall mean and include, unless to repugnant to the context or meaning thereof,
its successors and permitted assigns),hereby irrevocably undertake to pay you without any demur or
objection any sum(s) not exceeding in total an amount of Rs.---------------—- (in figures) (Rupees-------- (in
words)------- only) upon receipt by us of your first demand in writing on or before ----------—---
(Date)declaring the Supplier to be in default under the purchase order, without caveat or argument, or
your needing to prove or to show grounds or reasons for your demand or the sum specified therein.
Notwithstanding anything regarding validity of this bank guarantee stated above, this bank guarantee
can be invoked within 2 months of the expiry of the validity period.

Please note that you may, if you so require, independently seek confirmation with —(Bank Name & Issuing
branch address) , that this Bank
Guarantee has been duly and validly issued.

Notwithstanding anything contained in the foregoing:

(1) The liability of -------------- (Bank), under this Bank Guarantee is restricted to a maximum total
amount of Rs, ---------- <Amount in figures and words>.
(ii) The liability of ---------- (Bank), under this Bank Guarantee is finally discharged if no claim is

made on behalf of IBPS within three months of the expiry of the validity period of this Bank
Guarantee viz. from -----—---- .
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(iii) Our liability pursuant to this Bank Guarantee is conditional upon the receipt of a valid and
duly executed

written claim or demand, by ---------- (Bank)
(Address), delivered by hand, courier or registered post, or by fax prior to close of banking
business hours on ------------- (Date) failing which all rights under this Bank Guarantee shall
be forfeited and --------------- (Bank), shall stand absolutely and unequivocally discharged of
all of its obligations hereunder. This Bank Guarantee shall be governed by and construed in
accordance with the laws of India and competent courts in the city of Mumbai shall have
exclusive jurisdiction.

Kindly return the original of this Bank Guarantee to
(Bank & Its Address), upon the earlier of (a) its discharge by payment of claims aggregating to Rs. --------
<Amount in figures & words>. (b) Fulfilment of the purpose for which this Bank Guarantee was issued;
or (c) <Claim Expiry Date>

All claims under this Bank Guarantee will be made payable at
(Bank & Its Address).

Signature of Authorized representative of the Bank
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Annexure O - Undertaking of Authenticity

(Documents form to be put in Envelope “B”)

Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates Registration
with Grievance Redressal System and Hosting of IBPS Website”

To: Date:

(Name and address of Procuring Office)

Sub: Undertaking of Authenticity for supplied Product(s)

With reference to the Product being quoted to you vide our Bid No: dated ,

we hereby undertake that all the components /parts /assembly / software etc. used in the Product to be
supplied shall be original new components / parts / assembly / software only, from respective Original
Equipment Manufacturers (OEMs) of the Products and that no refurbished / duplicate / second hand
components /parts/ assembly / software shall be supplied or shall be used or no malicious code are built-
in in the Product being supplied.

1. We also undertake that in respect of licensed operating systems and other software utilities to be
supplied, the same will be sourced from authorized sources and supplied with Authorized License
Certificate (i.e. Product keys on Certification of Authenticity in case of Microsoft Windows Operating
System).

2. Should you require, we hereby undertake to produce the certificate from our OEM supplier in
support of above undertaking at the time of delivery/installation. It will be our responsibility to
produce such letters from our OEM suppliers at the time of delivery or within a reasonable time.

3. In case of default and/or the Institution finds that the above conditions are not complied with, we
agree to take back the Product(s) supplied and return the money paid by you, in full within seven
days of intimation of the same by the Institution, without demur or any reference to a third party
and without prejudice to any remedies the Institution may deem fit.

4. We also take full responsibility of both Product(s) & Service(s) as per the content of the RFP even if
there is any defect by our authorized Service Centre / Reseller / Sl etc.

Dated on day of 2026.

(Signature)  (Name) (In the capacity of)

Duly authorized to sign Bid for and on behalf of
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Annexure P - Certificate of Local Content

Tender Reference No. IBPS/RFP/2026-26/TSS-007 Dated August 17, 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates Registration
with Grievance Redressal System and Hosting of IBPS Website”

<Certificate from the statutory auditor or cost auditor of the company (in case of companies) or from a practicing
cost accountant or practicing chartered accountant (in respect of suppliers other than companies) giving the
percentage of local content, on their letter head with Registration Number with seal.>

To, Date:
Dear Sir,

Ref.: RFP No.: Dated:

This is to certify that proposed <details of services> is having the local content of

% as defined in the above-mentioned RFP.

2. This certificate is submitted in reference to the Public Procurement (Preference to Make in India), Order 2017

including revision thereto.

Signature of Statutory Auditor/Cost Auditor
Registration Number:
Seal:

Counter-signed:

System Integrator
OEM

<Certified copy of Board Resolution for appointment of statutory/ cost auditor should also be enclosed
with the certificate of local content.>
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Annexure Q - Non-Disclosure Agreement
(Documents form to be put in Envelope “B”)

Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

WHEREAS we, __ , having registered office at ,
hereinafter referred to as the System Integrator, are agreeable to execute “This project” as per
the scope defined in the Request for Proposal (RFP) No. IBPS/RFP/2026-27/TSS-007 Dated August
17, 2026, “Selection of System Integrator for Development of online Applications Portal for
Candidates Registration with Grievance Redressal System and Hosting of IBPS Website “for
Institute of Banking Personnel Selection, (hereinafter referred to as the IBPS) and,

WHEREAS, the System Integrator understands that the information regarding the IBPS’s
Infrastructure shared by the IBPS during the execution of the project is confidential and/or
proprietary to the IBPS, and
WHEREAS, the System Integrator understands that in the course of submission of the offer for the
said RFP and/or in the aftermath thereof, it may be necessary that the System Integrator may
perform certain jobs/duties on the IBPS’s properties and/or have access to certain plans,
documents, approvals, data or information of the IBPS.

NOW THEREFORE, in consideration of the foregoing, the System Integrator agrees to all the
following conditions, to induce the IBPS to grant the System Integrator specific access to the IBPS's
property/information, etc.

The System Integrator will not publish or disclose to others, nor use in any services that the
System Integrator performs for others, any confidential or proprietary information belonging to
the IBPS, unless the System Integrator has first obtained the IBPS’s written authorization to do so.

The System Integrator agrees that information and other data shared by the IBPS or prepared or
produced by the System Integrator to submit the offer to the IBPS in response to the said RFP, will
not be disclosed during or after submission of the offer to the IBPS, to anyone outside the IBPS.

The System Integrator shall not, without the IBPS’s written consent, disclose the contents of this
Request for Proposal (Bid) or any provision thereof, or any specification, plan, pattern, sample, or
information (to be) furnished by or on behalf of the IBPS in connection therewith, to any person(s)
other than those employed/engaged by the System Integrator to submit the offer to the IBPS
and/or for the performance of the Contract in the aftermath. Disclosure to any employed/engaged
person(s) shall be made in confidence and shall extend only so far as necessary for such
performance.

Yours sincerely,
Date:

Place:

Name of the Authorized Signatory
Designation - Company Seal
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(To be put in Envelope “C”)
Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

TABLE-A
Price per candidate for first three (03)
Sr No Description of activities Estimated Qty | years which may be extended for two
(02) more Years Excluding Taxes
1 Application Submission Process using Service Provider Developed portal
a Application Development Cost 1.5 Crores per
b | One-Time Setup & Implementation Cost | Annum
c Infrastructure & Software Cost (Annual)
d Transaction-Based Pricing
(Communication charges SMS/email)
e Annual Operations & Support Cost
2 Application Submission Process using NRA uOTR Portal
a Applicant Registration data Fetching Cost | 1.5 Crores per
b | One-Time Setup & Implementation Cost | Annum
c Infrastructure & Software Cost (Annual)
d Transaction-Based Pricing
(Communication charges SMS/email)
e Annual Operations & Support Cost
3 In a scenario, where, service provider is
not handling the registration process for a
specific project, for which generation of
call letter link and/ or sending Email/SMS
to candidates are required, the per
candidate rate applicable will be
4 Any other supporting cost
TOTAL
TABLE-B
Price for first three (03) years which
Sr No Description of activities Estimated Qty | may be extended for two (02) more
Years Excluding Taxes
1 . 1 Crores per
Declaration of Results Annum P
2 Website Building and Hosting cost One
3 Online Grievance and Redressal portal ;Crores per
nnum
4 Data Capture Link (Post closing date) per | NA
applicant
5 Edit Window charges per applicant NA
6 Portal for Candidate’s document NA
verification and Interview link (One time
Development Cost) Per candidate charges
7 Adhaar e-KYC authentication per applicant| As per actual
8 Adhaar Y/N authentication per candidate As per actual
9 Data Archival / Retrieval Application
Development Cost
TOTAL
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TABLE-C
Price for first three (03) years which
Description of activities Estimated Qty | may be extended for two (02) more
Sr No .
Years Excluding Taxes
1 Website Maintenance and Support cost One
(Annually)
2 Online Grievance and Redressal Module One
maintenance and Support Cost (Annually)
3 Data Archival Application/ Retrieval One
Maintenance and Support Cost
4

Any other supporting cost

TOTAL
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Annexure S: - Technical Scoring Matrix Criteria (TSM):

(To be put in Envelope “B”)
“Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website”

SN Evaluation Criteria Documents Required Max
Mark
Average Annual Turnover of the Bidder | ¢ Audited statement for last 3 15
from IT Software Development, System | financial years of the System
Integration, e-Governance, Recruitment /| Integrator.
Examination Solutions, or Digital | ¢ Certificate from the Chartered
Transformation Services during the last | Accountant/  statutory  auditor/
three (3) financial years. | Company Secretary clearly specifying
200 Crores to <= 225 Crores - 5 Marks the annual turnover from the
225 Crores to <= 250 Crores — 10 Marks required Service business.
>250 Crores — 15 Marks
The CSP shall have successfully deployed | Copy of  Work  orders/Client 10
and provided Online Recruitment Systems, | Certificate/Agreement
Examination Systems, e-Governance Portals
Services for any Govt. 111organization/ PSU
in India within last 7 years with combined
project value of:
5 Crores to < 10 Crores — 5 Marks
10 Crores to <= 15 Crores — 7 Marks
>15 Crores — 10 Marks
The CSP shall have successfully delivered | Copy of Work orders/Client 10

/Experience in Large-Scale
Recruitment/Examination Portals handling
high concurrent users (minimum 1 lakh
registrations per project) for any Govt.
Organization/ PSU in India within last 7
Years:

3 to <=5 projects — 5 Marks

5 to <=7 projects — 7 Marks

>7 projects — 10 Marks

Certificate/Agreement

”
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The CSP should have of the following
Certifications valid at the time of Bidding:

1.1SO 9001

2.1S0 27001

3.1S0 27017 & I1SO 27018

4.1S0 20000-1

5. SOC1, SOC2 & SOC 3 Report

6. Certificate from Uptime Institute or TIA
942.

7. DC/DR should be MeiTY empanelled and
STQC audited

8. CMMI 3 or above

For Sr.1 to 6 Certificates — 5 Marks

For Sr. 1 to 7 Certificates — 7 Marks
For Sr. 1 -8 Certificates — 10 Marks

Valid Certificate(s) by the relevant
certifying agency.

10

The CSP must be operating from Data
Centers in Mumbai Region and should be
empaneled by MeitY with following.

1. Isolation of virtual environments from
security and networking perspective.

2. Multi-factor Authentication

Identity and Access Management

Data Encryption at rest and in motion

Web Application Firewall
DDoS Protection
3 to <=5 Components/Procedures — 5
Marks

5 to <=7 Components/Procedures -10
Marks
All Components/Procedures — 15 Marks

o v AW

Letter from Authorized signatory on
the letter head of the CSP confirming
Data Centre location and MeitY
empanelment.

10

Proposed Technical Solution —
Capability of the proposed Recruitment
Solution including:

1. Al-enabled Recruitment Features

2. Multilingual Support

3. Workflow & Business Rules Engine
4. API Integration Framework

5. Cyber Security & DPDP Compliance
6. High Availability & Disaster Recovery
7.Mobile Responsive Design
8.Analytics & Dashboards

15

Page 112 of 126




Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website

*4-5 Features — 5 Marks
*6—7 Features — 10 Marks
¢ All Features — 15 Marks

Technical Proposal solution Approach and | Technical Proposal & Methodology 30
Including but not limited to:

a) Detailed understanding of Scope of Work
requirements -5 Marks

b) Disaster Recovery (DR) and Business
Continuity Plan (BCP) --5 Marks

c) Security Architecture and Data
Protection-- 5 Marks

d) Training and Knowledge Transfer Plan--
5 Marks

e) Integration and Interoperability Plan- 5
Marks

f) Scalability and Future-readiness--5 Marks

Total 100

Page 113 of 126




Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website

ANNEXURE T: DECLARATION REGARDING OWNERSHIP OF THE DATA CENTRE
(Documents form to be put in Envelope “B”)

To
IBPS
Mumbai

Sir,

Ref. Tender Reference No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026.

The Data Centre where the Servers for the proposed Solution for “Comprehensive Solution for
Outsourcing of Development & Hosting of Online Registration of Applications Module with
Declaration of Results Module, Online Candidate Grievance Redressal System and Hosting of
IBPS Website”

| declare that we M/s (Name r ) are the sole owners of the proposed Data Centre Premises.

Or

| declare that we have taken the proposed Data Centre premises on lease basis for a period of . The
unexpired lease periodis ___ yrs.

Or

| declare that we have taken space in the proposed Data Centre on rental basis for a period of __ years
(copy of rental agreement attached) where the Servers for Solution for Online Registration of
Applications and IBPS website will be hosted. The premises is owned by _ /leased to__ where the
unexpired lease periodis ___ yrs.

| further certify that | am an authorized signatory of my company and am, therefore, competent to make
this declaration.

Yours faithfully,

(Signature of the Bidder)
Printed Name
Designation

Seal

Date:

Business Address:
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Annexure U: -Undertaking for Being Responsible for The Entire Project
(Documents form to be put in Envelope “B”)

IBPS
Mumbai

RFP No. No. IBPS/RFP/2026-27/TSS-007 Dated August 17, 2026. For Selection of System Integrator for
Development of online Applications Portal for Candidates Registration with Grievance Redressal
System and Hosting of IBPS Website

We declare as under:

1. That we are the owners of the Solution for Online Registration of Applications or
That the Data Centre is owned/leased by us

3. That we have the capabilities for designing the required solution and hosting Website as
mentioned in Scope of work /RFP.

However, we undertake that if we are selected, we shall be selected we shall be the single point
of contact for all deliverables and SLA and penalties attached therewith.

We also undertake we shall be responsible for ensuring smooth and timely delivery/functioning of
the entire Project.

Yours faithfully,

(Signature of the Bidder)
Printed Name
Designation

Seal

Date:

Business Address:
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Annexure V - Technical Evaluation Matrix
(Documents form to be put in Envelope “B”)

(Bidder has to fill in the respective values in the Technical Evaluation Matrix

Point

Technical Criteria

Yes/No

Expertise of the Bidder in providing the entire Project on its own.

Having your own ISP setup (YES / NO)

Having own setup of dedicated software development team

Having separate unit of dedicated Testing team

AWIN|R

Having separate unit of dedicated Deployment team

Projects executed - Past Experience

Development of online Registration application and Call letter links during last year

Maximum Number of application handled in a single URL during last year

Maximum Number of applications handled during any single day during last year

Total Registrations handled during the last year

Maximum number of candidate count for any result link during last year.

Development of Result Display links during last year.

Hosting of website- Number of clients

Maintenance of website -Number of clients

Uptime percentage

Development and handling Candidate complaint system - Number of clients

Features of the Application for online Registration

Feature to upload documents (YES / NO)

Registration in secured link i.e. https (YES / NO)

S2S Integration of multiple Payment Gateways (YES / NO)

Application to run on iPad in addition to the existing PC setup (YES / NO)

Application to run on Mobile in addition to the existing PC setup (YES / NO)

Application to run on Tablet in addition to the existing PC setup (YES / NO)

Availability of Face Recognition Feature in Application as mentioned in technical
requirement (YES / NO)

Integration of Application with Adhaar and Digilocker for eKYC

|| N | OoOuhWIN|IEKE

Integration of Application with 256 bit Secure QR Code

10

Capability of implementing Al/ML Analytics with application and uploading documents

Data Centre & DR Set-up

DC & DR setup are in different seismic zones (YES / NO)

Do you own DC & DR setup (YES / NO)

Complaint Management System

Number of years’ experience in handling complaint Management System

Number of Complaints handled during last year
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Annexure W — Mandatory Eligibility Criteria Matrix

(Documents form to be put in Envelope “A”)

Basic Bidders
Document to be ; ;
Sl No Requirem Eligibility Criteria ) confirmation
Submitted
ent Yes/No
The Bidder should be a Legal Entity .
. . Copy of Certificate of
registered under the Companies Act, )
. . Incorporation
1 Legal Entity 2013 or the Companies Act, 1956 or LLP . . .
. . /Registration/Partnership
and should be in business for last 10 years deed
ee
as of March 2026.
The Bidder should be a profit-making/
positive net worth company and have a | Bidder should submit the
5 Financial minimum average annual turnover of at | Copies of Certified Audited
Criteria least 200 Cr in last three audited financial | Balance sheet / Profit &
years from Indian Operations only for | Loss statement.
FY23-24, FY-24-25 & FY25-26.
The Bidder should have minimum five
) years of experience in working with | Copy of relevant certificate
3 Experience
Central Govt. / State Govt. / PSUs / BFSI/ | / WO / PO
Government Autonomous bodies.
. . . . Letter from authorized
The Bidder is compliant with DPDP act | .
. . . signatory on the letter
4 Compliance 2023/ IT Act 2000 (including 43A) and ) o
head of Bidder mentioning
amendments. .
the compliance.
The Bidder should not be debarred/ ]
] Letter signed by the
o blacklisted / banned by any Government ) ]
5 Blacklisting ] ) o Authorized representative
/ PSU in India as on the date of submission ]
) of the Bidder
of the Bid.
The Data Centre should be a Tier Il data
6 Data Centre center and both should be on Private This must be supported by

Cloud. Software, DC & DR should be
owned & Managed by SP

documentary proof
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Certification;

1. The solution to be compliant with: -

a. SO 27001
b. 1S027017,
; Required :I 150 27018 A valid copy of the
cpe s . 1SO 2000-1 .
Certification certificate
e. 1SO 9001
2. SOC1 and SOC 2 Typel, Type 2
certified
3 Compliant with CERT-In Guidelines,
IT Act 2000/2008 and DPDP Act 2023.
The Bidder should have
successfull
ol tyd/ o g ¢ Copy of Work
; implemented/commissione a
Experience P , | orders/Client
8 least three (03) projects of online .
(Bidder) o ] Certificate/Agreement
laaer Application/ Recruitment portal
| from SP
value of at least 50 Lacs. Each in
last 3 years.
The Bidder must have the strength
of at least 50 IT Professionals (Al
Programmer/ networking / system
g. . _/ g /sy ) Certificate from HR on the
administration / cloud services .
] , i letterhead of the Bidder
professional’s / cloud security o .
) certifying the availability of
Manpower experts) on their payroll as on the i
9 o o the resources on their
Strength date of submission of this bid. At

least 10 of these professionals
(of
minimum 2 years) in deployment

must  have  experience

and Management of required

Services.

payroll as on the date of
submission of the bid as
per the requirement.

10 | Tax Payment

The Bidder must have a valid GST
Registration in India and PAN

A valid
certificate

copy of the

Consortium
Bidder

11

The Bidder should be the prime
Bidder
allowed.

and no consortium is

Copy of Certificate of
Incorporation
/Registration/Partnership
deed
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Annexure ‘X’ — Compliance to Technical & Functional Requirement

A The functional requirement of Solution for Online Registration of Compliance
' Applications: Yes/No
1 Online Candidate Registration Application form development including FAQ
link, How to Apply link, Home Page, Re-Print option etc.
Admin Module with facilities / provision with password mechanism for
2 managing the application dates in the area of Registration, Reprint, Edit, Fees
Payment etc.
Report Module having standard reports and the data-download Module with
3 features like date wise, specific registration number, post wise, centre wise,
category wise, Fee wise counts, GST MIS etc., in both txt and csv format.
4 Save option of the filled application in a PDF format for the applicant
candidate.
5 Bulk data dump in secondary media after close of the Project.
6 Bulk PDF generation based on request of each application in secondary
media after close of the project.
7 Project is to be kept live as per the specified timelines.
Application should support English and Devanagari (Hindi/Marathi) script.
8 Devanagari (Hindi/Marathi) script is required for labels and static display
only
Application should have provision to upload of photographs with face
9 recognition feature & signature restricting human face and validate for white
or grey or any other color empty space /white background around an image
(jpg.gif format) and documents in.pdf, .doc, .docx formats by the candidates.
10 | SP should have S2S integration with Payment Gateway/s / Aggregators.
11 SP should have facility to generate e-receipt, GST Invoice etc. for candidates
after online payment.
SP should have facility of sending emails, SMS, during different stages of
12 . . . .
registration and the logs for the same should be shared immediately.
Development and hosting of various call letters, such as, Pre-Exam Training
13 (PET) Call Letters, Online exam call letter, Interview call letters etc., at
different stages as per the format given by IBPS.
Sending bulk email and SMS to candidates at each stage of hosting
14 | abovementioned call letters, urgent intimation to candidates for change in
the schedule of exam , document verification etc.
15 Security enhancement like incorporating Captcha Code within the
Registration Page.
16 Bar code generation on call letter (Registration Number)
17 | Provision of Checksum to identify authenticity of the filled application
18 It should be possible to reformat the applications for any project within a
short notice of say 24 hours.
19 The solution should have in-built data validation checks, for example fee/
qualification/age validation w.r.t. category, Category w.r.t. vacancy etc.
20 Solution for request should be made available in live environment within 4
working days irrespective of number of posts in the application.
2 The software shall guard against pit falls, which are possible in the large data

processing jobs.

Page 119 of 126




Selection of System Integrator for Development of online Applications Portal for Candidates
Registration with Grievance Redressal System and Hosting of IBPS Website

After the closing date for each application the data, photographs and

22 | signatures of the candidates captured through this online process should be
made available to IBPS.
Application should support general validations for important field such as

23 ) . .
State, Pin code, Mobile No., email id etc.
It would be the responsibility of the SP to cross check the various entries like,
candidate name, father's name, husband's name, date of birth etc. as per the

24 | requirement of each application registration number, address, for ensuring
accuracy of the input data before the final printing of the admit cards,
attendance sheets, check lists, etc.
The operations facility as well as the data center where the servers are
hosted may be annually audited by the security auditors appointed by IBPS
and or regulatory bodies. The audit scope can include source code

25 | inspection, vulnerability assessment, penetration test, OWASP top ten
vulnerabilities and related infrastructure. The SP will facilitate the audits, fix/
rectify all the vulnerabilities detected by the security auditors without any
cost to IBPS.

26 | The SP shall maintain logs of each input and output feeds.

27 | SP shall ensure the data integrity and security of all running applications.
SP shall ensure 365x24x7 service for any sort of alteration in running

28 | applications, call letters, for triggering important intimations through
email/SMS etc.

59 SP shall follow the data archival policy of IBPS, which will be intimated to the
successful Bidder.
Solution for Online Registration Application/ Call Letter/ Result etc. should
be compatible on all devices i.e. desktops / laptops / Mobile Devices such as

30 . . . _— .
Tab, iPad, mobile handset etc., without any restriction of browser or its
version. Mobile App based registration must be available.

31 Version upgrades (including new features requested by IBPS) based on the
best industry practice, are to be delivered without any additional cost.

37 Solution for Data Capture request for already registered candidates should
be made available as a part of application, if required.

33 Functionality for edit window, data capture and uploading of documents

34 Independent portal functionality for document verification for conducting
online interview

B The Functional Requirements for Declaration of Results:

1 The online registrations and the declaration of results shall be hosted in
secured environment.

5 Preparation of the result database in the structure as desired by IBPS for the
purpose of uploading the same at IBPS website.

3 Sending emails and SMS to the candidates as per the data and content
given by IBPS.

4 SP shall follow the data archival policy of IBPS, which will be intimated to
the successful Bidder

C. Technical Requirement for combined / additional points
SP should provide details of hardware, system software, application

1 software, off-the-shelf software, database software, tools etc., used for the

Solution proposed for Online Registration of Applications
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SP should provide details of hardware, system software, application

2 software, off-the-shelf software, database software, and tools etc., used for
the Solution proposed for Website hosting and revamping.

3 Kindly indicate the maximum number of simultaneous hits on your solution
for online registration will be able to handle.

4 Infrastructure shall be deployed in minimum Tier 3 DC. DR site should be in
different seismic zone.

5 If there is a sudden spurt in the number of hits what is fallback arrangement
to avoid any issues/ inconvenience to candidates.
If higher capacity of hardware is required for a temporary period for any

6 particular application how will handle the situation and how soon will you
be able to resolve this.

7 Response time with 10,000 concurrent users should be less than or equal to
0.1 second for any activity which includes form submission, query etc.
The SP should provide online website monitoring solution to monitor the
number of connections at any point of time, the response time of the

8 Webserver, response time for web user, network response time, user IP
address etc. This solution should also have capability to generate reports
online as well as off-line.

9 SP shall provide secure environment between IBPS & its portals for testing
application, website updates etc. before it going live.
Plug-ins and updates shall be validated periodically i.e. once in quarter for

10 . .
both, applications & Website servers

D. | The SP shall undertake as given below:
The SP shall deploy a dedicated team of reliable and experienced software

1 engineers/programmers having expertise in preparation of database and
other supporting staff including data entry operators.

5 The SP should deploy experienced onsite support staff who will work from
premises of IBPS.

3 In case of need the SP shall agree to deploy temporary staff additionally at
its own cost.

4 The website should comply with the Government of India's IPv6 policy
document/guidelines called “National IPv6 Deployment Roadmap.”
Any software component required in connections with the work of Website

5 . . -
re-hosting and managing shall be the responsibility of the SP.

6 All software used shall be licensed versions.
Security controls for the re-hosted website should be in conformity with

7 legal and regulatory standards, IT Act 2000 (as amended in 2008) and as per
OWASP TOP Ten 2016/2017 and other contemporary cyber threats and
vulnerabilities.

8 The re-hosted website should be guarded against all known vulnerabilities,
including but not limited to OWASP top 10 vulnerabilities.
Any webpage collecting visitor's/administrator's personal information or

9 login credentials must be protected with secure communication such as
SSL/TLS1.2 (256-bit) and such information/credentials should be stored in
encrypted format in database with latest encryption algorithm.

10 SP should lock HTML source code to protect web pages from unauthorized

copy.
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E. The functional requirement for Revamping and hosting of IBPS Website.

1 The SP shall guarantee an uptime of 99.9%.

2 The SP shall manage all Website related matters.

3 The SP shall maintain the Website.

4 The SP shall make minor shifts in the layout of the Website as and when
required by IBPS during the Contract period.
After 2 Years if and when IBPS requires revamping of the website the SP shall

5 do so, for which payment shall be made as per the Commercials agreed
upon.

6 The SP shall maintain the domains of IBPS (ibps.in & ibpsorg.org)

7 SP shall maintain the expiry/ renewal of IBPS domains registration

8 Website shall be compliant to the latest version of W3C standards.

F. The Technical requirement for Revamping and hosting of IBPS Website.

1 Currently the Website is developed on HTML format using php.

2 The SP is required to re-host with only minor changes, if required.

3 Hosting of website shall be in a minimum Tier 3 DC situated in India.
Website must be audited as per guidelines of Indian Government websites

4 and detailed audit report along with compliance certificate as per cert-in
specification must be presented on an annual basis.

5 Website must be fully responsive & ready for retina displays.
Website shall have adaptability/ support for different screen sizes & devices

6 i.e. apart from display monitors website should support on TAB, IPad, Mobile
phones etc.

G The functional and Technical requirement for Grievance Redressal System
Development and hosting Online Candidate Grievance Redressal System for

1 registering complaints and checking the status of lodged complaints
including FAQ.

H The functional and Technical requirement for Maintenance and
Management of IBPS Website
SP shall ensure 365x24x7 security monitoring of the website and server to

1 detect attacks and take necessary actions remedial measures. Security
monitoring should also raise alerts for any suspicious events that may lead
to security breach and should provide real-time alerts.

5 SP should provide weekly/fortnightly/monthly reports of identified and
mitigated attacks.

3 The sizing of Web Server should be done in such a way that not more than
70% of server resources are utilized at any point of time.

4 When the resource utilization exceeds 70% IBPS will be intimated
immediately.
The re-hosted website should be compatible with all web browsers and its

5 versions like- IE, Netscape Navigator, Mozilla Firefox, Safari, and Google

Chrome.
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The re-hosted website should be compatible with all screen resolutions, viz.
— 800 x 600, 1024 x 768, 1280 x 1024, and higher.

The shifted and re-hosted website should be optimized for faster and
secured access. Response time should be minimum and comparable to
industry standards.

SP shall collect & store visitors’ data, track the new and repeat visitors along
with their details.
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Annexure ‘U’

SPECIFICATIONS FOR DATA CENTRE/ DR SETUP

Data Centre | Proposed Data Centre facility should have at least 10
Lifespan years of lifespan after the award of contract to the
selected Bidder. (Including HVAC, electrical systems
etc.)

SP shall provide a design document describing the High-
availability architecture.

Fire rated walls | The periphery of the Data Centre should have 4 hrs fire
rated wall, false ceiling and doors.

Power  Supply | Should have N+1 Transformer redundancy, N+1
Requirements Generator redundancy, N+1 UPS Redundancy.

The Data Centre facility should have gas based fire
suppression system. (Eg. FM200).

Fire detection system should be in place. e.g. smoke
and/or heat detector.

Water leakage detection system should be in place.

Rodent repellent system should be in place.

Temperature, humidity and static control should be in

Environmental place.
Control/Protecti

on Air Conditioning system should provide 24x7 cooling

and humidity control with redundancy in case of break
down.

Proper monitoring of these parameters should be done
and record maintained.

The Data Center facility should contain de-humidifiers
to keep humidity to minimum and should be
maintained & monitored on the regular basis.

Security and | 24-hour Security monitoring should be in place. CCTV
Access Control monitoring and recording on common access area and
entrances should be logged and should be available for
review. Recording of CCTV and access entrance logs
should be maintained for minimum 90 days & 180 days
respectively.
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The perimeter security of the Proposed Data Centre/
DR Setup Premises should be manned on 24x7x365
basis.

Network and | The Data Centre should be equipped with CAT-6
Communication | structured cabling.
Facilities

Provide details of network providers who have
connectivity to the Data Centre and the types of
connectivity currently available.

Service Levels Data Centre/DR should have uptime of 99.99% per
year.

All scheduled maintenance period shall be pre-notified
by at least 10 days, and for major service interruption
at least 4 week notice would be needed.

Please confirm that the Data Centre/ DR Setup has no
single point of failure with regards to supply of power
to server area, PAC systems, LAN, etc.

All the tasks mentioned above shall be deployed on
High-availability architecture such as Clustering

techniques.
Incident If any untoward incident takes place which makes the
Reporting Data Centre services unavailable should be reported

within 24 hrs of the incident.

Compliant The DC/DR should be compliant with ISO/IEC
27001:2013 specifications and Tier 3 minimum.

Audit IBPS shall have the Data Centre/ DR Setup and the Web
Servers inspected and audited annually by a cert-in
empaneled Auditing firm and submit the audit report.
For the current period vendor should submit the last
audit report for audit done within last 6 months.
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